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Abstract. The article deals with the main methods of digital steganography and presents a classification 

scheme. Special attention is paid to Cutter–Jordan–Bossen method for hiding data in the spatial area of  
the image. Aim. The study of digital shorthand methods, as well as the assessment of their applicability for 
hiding information in images. The main task is to analyze the Cutter–Jordan–Bossen method for hiding data 
in the spatial area of the image and evaluate its effectiveness under various conditions. Materials and 
methods. In this work, various methods of digital shorthand were used, including the Cutter–Jordan–Bossen 
method. Images of various types and quality, as well as various embedding parameters were used for test-
ing. Results. As a result of the study, it was revealed that the Cutter–Jordan–Bossen method is effective  
for hiding information in the spatial area of the image. The dependence of the data extraction quality on  
the embedding parameters was tested, which showed that the optimal parameters depend on the type of image 
and its quality. The resistance of the information hidden by this method to distortion during compression 
was also tested. The test results showed that JPEG compression, even at low and high energy values, leads 
to the destruction of information hidden in the container. It was found that the best results are achieved 
when using the Cutter–Jordan–Bossen method with optimal embedding parameters, which allows you  
to save hidden information when compressing an image. Conclusion. In conclusion, we can say that  
the study of digital shorthand methods and their application to conceal information in images is an urgent 
and important topic. The Cutter–Jordan–Bossen method has shown good results in hiding information in 
the spatial area of the image, but for each specific case it is necessary to choose the optimal embedding 
parameters. It was found that JPEG compression can significantly affect the quality of information ex-
traction, so it is necessary to take this factor into account when choosing a method for hiding data in  
an image. In general, the study of digital shorthand techniques and their application to conceal infor-
mation in images can be useful for various fields, such as the protection of confidential information and 
digital watermark. 
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Аннотация. В статье рассмотрены основные методы цифровой стенографии и представлена 

схема классификации. Особое внимание уделено методу Куттера – Джордана – Боссена для сокры-
тия данных в пространственной области изображения. Цель исследования: изучение методов циф-
ровой стенографии, а также оценка их применимости для сокрытия информации в изображениях. 
Основной задачей является анализ метода Куттера – Джордана – Боссена для сокрытия данных в про-
странственной области изображения и оценка его эффективности при различных условиях. Материал 
и методы. В данной работе были использованы различные методы цифровой стенографии, включая 
метод Куттера – Джордана – Боссена. Для тестирования были использованы изображения различно-
го типа и качества, а также различные параметры встраивания. Результаты. В результате исследо-
вания было выявлено, что метод Куттера – Джордана – Боссена является эффективным для сокры-
тия информации в пространственной области изображения. Было проведено тестирование зависимо-
сти качества извлечения данных от параметров встраивания, которое показало, что оптимальные па-
раметры зависят от типа изображения и его качества. Также была проверена стойкость информации, 
скрытой с помощью данного метода, к искажениям при сжатии. Результаты тестирования показали, 
что сжатие JPEG даже при низком уровне и высоком значении энергии приводит к уничтожению 
скрытой в контейнере информации. Было выявлено, что наилучшие результаты достигаются при ис-
пользовании метода Куттера – Джордана – Боссена с оптимальными параметрами встраивания, что 
позволяет сохранить скрытую информацию при сжатии изображения. Заключение. В заключении 
можно сказать, что исследование методов цифровой стенографии и их применения для сокрытия 
информации в изображениях является актуальной и важной темой. Метод Куттера – Джордана – 
Боссена показал хорошие результаты при сокрытии информации в пространственной области изо-
бражения, но для каждого конкретного случая необходимо выбирать оптимальные параметры 
встраивания. Было выявлено, что сжатие JPEG может значительно повлиять на качество извлечения 
информации, поэтому необходимо учитывать этот фактор при выборе метода сокрытия данных в 
изображении. В целом, исследование методов цифровой стенографии и их применения для сокрытия 
информации в изображениях может быть полезным для различных областей, таких как защита кон-
фиденциальной информации и цифровой водяной знак. 

Ключевые слова: стеганография, сокрытие информации, сокрытие данных в пространственной 
области изображения, цифровые водяные знаки, конфиденциальность информации 
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Introduction 
Digital steganography is a science whose purpose is to conceal the very fact of the content of sensi-

tive information in multimedia objects without attracting the attention of an observer [1].  
For the time being, science is widely used by private individuals to transmit classified infor-

mation through computer networks. There is also another common area – i.e., copy protection (copy-
right preservation) by embedding a digital watermark. Another area is to check the integrity of  
the document [2]. 

Digital steganography methods use the redundancy of a digital container, the choice of which is de-
termined by the conditions of its sufficiency for embedding a hidden message so that the corresponding 
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changes are invisible neither to a person nor to special hardware and software, therefore images, audio 
and video are used as digital containers (Fig. 1). 

 

 
Fig. 1. Classification of digital steganography methods 

 
According to the method of embedding information in the image, stegoalgorithms can be divided 

into linear (additive), nonlinear and others. In additive algorithms for the introduction of digital water-
marks (DW), there assumed linear embedding of data, and their subsequent extraction in the decoder 
involves the use of correlation methods. In this case, the DW is either folded with the selected image,  
or “fused” into it. In nonlinear stegoalgorithms, scalar or vector quantization methods are used, when 
embedding information. 

Hiding data in the spatial domain is embedding data into the original image using a computationally 
simple algorithm: the method of least significant bit (LSB); the method of block hiding; the method of 
replacing the palette; Cutter–Jordan–Bossen method. Hiding data in the frequency domain is the use of 
the same transformation as in compression: the method of replacing the values of the DCT coefficients 
(which is basic in JPEG); the method of hiding the values of the coefficients of Wavelet transform;  
using the features of file formats – hiding information in metadata and reserved file fields [3]. 
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1. Kutter–Jordan–Bossen method 
Kutter–Jordan–Bossen method, or the “cross method” is based on the property of the human visual 

system, for the eye to be least sensitive to the blue color. 
The algorithm for embedding a message into an image: for embedding, you will need a container  

C = {R, G, B} including information about the brightness of the red, green and blue colors of each pixel, 
mi – i-th bit of the embedded message [4]. RC5 can be used as the secret key k, which sets a pseudo-
random sequence for determining the coordinates of the pixel which is the object of embedding one bit 
of the message [5]. 

Among the stegoalgorithms, that cannot be directly attributed to linear or nonlinear algorithms us-
ing the ideas of fractal image encoding are now actively developing. 

The implementation information will be a 1-bit message in a 1-pixel container [6]. When embe-
dding, the brightness of the red and green colors remain unchanged, and the brightness of the blue 
changes according to the formula: 

, ,'
,
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, when 0;

, when 1,
x y x y i

x y
x y x y i

B L m
B
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                 (1) 

where ,x yB  is the brightness of the blue color in pixels with coordinates (x, y); v is a constant that deter-
mines the energy of the embedded bit, the larger it is, the better the resistance to interference, but  
the higher the visibility (0 < v ≤1); ,x yL  is the pixel brightness, determined by the formula: 

, , , ,0.299 0.58 .7 0.114x y x y x y x yL R G B                     (2) 
Besides, to reduce errors during extraction, you can repeat the embedding of a bit of information  

t times, which will enable to reduce energy (v) of the embedded bit. The optimal value can be considered 
v ≈ 0.15 and t < 20 [4].  

In order to perform the extraction, the recipient will have to predict the blue brightness value of  
the modified pixel based on the neighboring ones. The “cross” algorithm (pixels located in the same row 
and in the same column) is 7 by 7 in size [7]. 

To predict the value, you will need: a secret key k, the number of repetitions t, the dimension of  
the “cross” δ – the number of pixels on all sides from the center (δ = 3 with sizes 7 by 7, Fig. 2) [8]. 

The prediction of the initial brightness of the modified pix-
el is made according to the formula: 
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Next, to determine the bit of the embedded message,  
the difference between the current and predicted values of  
the brightness of the blue color of the pixel is calculated,  
the resulting differences are averaged [9]: 

 ^
, ,1 .

x yi x yii
B B




 



          (4) 

And if δ > 0, then the embedded message bit mi = 1, if  
δ ≤ 0, then mi = 0. 

 
2. Testing 
Embedding will occur in the image (Fig. 3a) having the size of 385  512 pixels and a bmp exten-

sion, message “Vladimir State University” with parameters: key k = 375, the number of rounds of calcu-
lation r = 8 (used for the RC5 cipher), the number of repetitions r = 10, energy v = 0.2; Fig. 3b being 
obtained as a result. 

If you do not look closely at the image, then the modified pixels do not visually stand out, but with 
a detailed examination in the sky area at a special angle, you can notice the modified pixels. But if you 
look into the area of trees and grass, it will be quite difficult (almost impossible) to notice the modified 
pixels. I.e., we can conclude that the visual component of the stegosystem strongly depends on the origi-

 
Fig. 2. Example of the evaluating “cross” 



Информатика и вычислительная техника 
Informatics and computer engineering 

Bulletin of the South Ural State University. Ser. Computer Technologies, Automatic Control, Radio Electronics. 
2023. Vol. 23, no. 3. P. 16–23 

20

nal container. When extracting with the same embedding parameters and δ = 3, we get the original mes-
sage “Vladimir State University”. 

 

 
   a)           b) 

Fig. 3. Container: empty and filled 
 
Let us conduct several tests of the dependence of the number of characters in the message on  

the percentage of correct extraction (Fig. 4). 
 

 
Fig. 4. Graph of the dependence of the number of characters on the percentage  

of correctness of the message extraction 
 
We can make a positive conclusion that even with 1000 characters, the correctness of extracting  

a message from the image with a rather small resolution is above 90%. But it is obvious that a high 
number of characters degrades both the image quality and the extraction, since this will take up more 
space. 

We will also conduct several tests when compressing a filled image into JPEG with the same pa-
rameters, and with the embedding energy equal to 0.9 (Fig. 5). Quality level 0 corresponds to maximum 
compression, and quality level 100 corresponds to minimum compression. 

Embedded messages: 
1 – @Ram:='{01^2-S#}!_S' 
2 – QwErTy IoXaSdVgHjKlZx VbNqWxAh 
3 – Lorem ipsum dolor sit amet, consectetuer 
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Fig. 5. Graph of the dependence of the quality level on the percentage of correctness of the message extraction 

 
Thus, it can be concluded that JPEG compression, even at a low level and a high energy value, leads 

to the destruction of information hidden in the container, which is caused by the type of concealment 
method [10]. 

We will also conduct a test (Fig. 6) of the dependence of the embedding energy on the extraction 
quality with minimal compression of the filled image in JPEG with the same embedding parameters of 
the same three messages. 

 

 
Fig. 6. Graph of energy dependence on the percentage of correctness of message extraction 

 
Thus, this leads to the conclusion, that the optimal value of the embedding energy when compressed 

into JPEG lies in the range from 1 to 0.8. But such energy values will visually stand out and attract the 
attention of the attacker. So it is better to avoid compressing a container holding hidden information. 

 
Conclusion 
Today, due to the development of information technologies, the demand for personal information 

protection is growing. Digital steganography offers many new methods for this [11–13]. Digital ste-
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ganography complements cryptography [14]. Their mutual integration will help to develop newer and 
more effective methods of ensuring security. It is also a promising and developing area of information 
protection, which still has problems with resistance to distortion (compression), as well as with  
the search for the optimal ratio of secrecy and the volume of secret data [15]. 

 
The authors express their gratitude to Associate Professor of the Department of “Foreign Languages 
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