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Abstract. The article deals with the main methods of digital steganography and presents a classification
scheme. Special attention is paid to Cutter—Jordan—Bossen method for hiding data in the spatial area of
the image. Aim. The study of digital shorthand methods, as well as the assessment of their applicability for
hiding information in images. The main task is to analyze the Cutter—Jordan—Bossen method for hiding data
in the spatial area of the image and evaluate its effectiveness under various conditions. Materials and
methods. In this work, various methods of digital shorthand were used, including the Cutter—Jordan—Bossen
method. Images of various types and quality, as well as various embedding parameters were used for test-
ing. Results. As a result of the study, it was revealed that the Cutter—Jordan—Bossen method is effective
for hiding information in the spatial area of the image. The dependence of the data extraction quality on
the embedding parameters was tested, which showed that the optimal parameters depend on the type of image
and its quality. The resistance of the information hidden by this method to distortion during compression
was also tested. The test results showed that JPEG compression, even at low and high energy values, leads
to the destruction of information hidden in the container. It was found that the best results are achieved
when using the Cutter—Jordan—Bossen method with optimal embedding parameters, which allows you
to save hidden information when compressing an image. Conclusion. In conclusion, we can say that
the study of digital shorthand methods and their application to conceal information in images is an urgent
and important topic. The Cutter—Jordan—Bossen method has shown good results in hiding information in
the spatial area of the image, but for each specific case it is necessary to choose the optimal embedding
parameters. It was found that JPEG compression can significantly affect the quality of information ex-
traction, so it is necessary to take this factor into account when choosing a method for hiding data in
an image. In general, the study of digital shorthand techniques and their application to conceal infor-
mation in images can be useful for various fields, such as the protection of confidential information and
digital watermark.
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Bnadumupckul eocydapcmeeHHbil yHugepcumem umeHu AnekcaHopa puzopbesuya
u Hukonas puzopbesuya Cmonemossix, Bnadumup, Poccus

Annomayus. B crathe paccMOTPEHBI OCHOBHBIE METOABI IM(POBOH creHOrpaduu M IPEACTaBICHA
cxeMma knaccupuxanuu. Ocoboe BHUMaHHE yaeneHo metony Kyrrepa — Jlkopaana — boccena 1t COKprI-
TSI IaHHBIX B IIPOCTPAHCTBEHHOW oOnacTy n3oOpaxenus. Lleqs uccaeqoBanusi: n3ydeHne METoa0B -
pOBOIi cTeHOrpaduy, a TaKXKe OIECHKA UX MPUMEHHUMOCTH IUISl COKPHITUS MH(OpMaLUK B M300pa’keHUSX.
OcHOBHOI1 3a1aueil sBisiercst ananmu3 Merona Kyrrepa — Jxopaana — bocceHa 11 COKPBITHS JaHHBIX B TIPO-
CTPAaHCTBEHHOI 001acTH M300paskeHNsI 1 OLeHKa ero 3((eKTHBHOCTH NpH Pa3IMYHbBIX YCIOBHAX. MaTepuas
u MeToabl. B nanHOl paboTe ObUIM HCIIOIB30BaHbI pa3IndHbIe METOBI IM(PPOBOI cTeHOTpadny, BKITOUast
metox Kyrrepa — /I)xopaana — boccena. [l TectupoBaHus OBLTH MCTIOJIB30BaHbI H300paKECHHS Pa3IuIHO-
ro THIIA U Ka4eCTBa, a TAaKXKe pa3lW4Hble apaMeTpsl BCTpanBaHus. Pe3yabTaThl. B pesynsrare nccieno-
BaHMA OBIJIO BBIIBICHO, 9TO MeTo Kyrrepa — Jxopnana — boccena siisiercst 3¢ (eKTUBHBIM U1t COKPBI-
TUsI MHOPMAIMU B POCTPAHCTBEHHOI 001acTH N300pakeHHs. bbllo MpoBeneHo TeCTHPOBaHUE 3aBUCHMO-
CTH KauecTBa M3BJICUECHHUS JAHHBIX OT IapaMeTPOB BCTPAMBAHH, KOTOPOE MOKA3ajI0, YTO ONTHMAJIbHBIC Ma-
paMeTpsl 3aBUCAT OT TUIIA N300paKEHHS U €ro KadecTBa. Takke Oblila MpoBepeHa CTOMKOCTh MH(POPMAIIHH,
CKPBITOH C ITOMOIIBIO JAHHOTO METO/a, K MCKaKEHISIM IIPH CKaTHH. Pe3ynbTaTsl TECTUPOBAHUS MOKA3alH,
yro cxxartue JPEG naxe npu HU3KOM YpOBHE U BBICOKOM 3HAUEHHMH DHEPIHMU MPUBOIMT K YHUYTOKECHHUIO
CKpBITOH B KOHTeHHepe MH(POPMALMH. BBITO BBISBICHO, YTO HAWITYUIINE PE3YJIbTATHI JOCTUTAIOTCS NIPU HC-
nosp3oBaHnu Merona Kyrrepa — J[)xopaana — bocceHa ¢ onTUMaIbHBIMH ITapaMeTpaMHu BCTPauBaHUS, YTO
MTO3BOJISIET COXPAHUTH CKPBHITYI0 MH(DOPMAIUIO IPU CKaTHH M300pakeHUs. 3ak/loueHue. B 3akmrodueHUH
MOXKHO CKa3aTh, YTO HCCIICIOBAHHE METOJOB LU(POBOH CTEHOTpaMH M MX MPUMEHEHHS JUII COKPBITHS
HHPOpPMALUU B M300PKCHHUAX SBILSICTCSA aKTyalbHOW M BaxkHOW Temoil. Meron Kyrrepa — JI>xopmaHa —
Boccena mokasan Xopourie pe3yabTaThl MPH COKPHITHH WHGOPMAIKUU B IPOCTPAHCTBEHHOI 001acTH M30-
OpaKeHHus, HO Ml KaKAOT0 KOHKPETHOTO Ciy4as HEeoOXOIMMO BHIOMpATh ONTHMAaJbHBIC MapaMeTphI
BcTpanBaHMA. b0 BeIsiBIEHO, uTo cxxatne JPEG MokeT 3HaUNTEIbHO MOBIHATH Ha KAYECTBO W3BJICUECHUS
nHpopManuy, MO3TOMY HEOOXOJMMO YYHUTHIBATH TOT (JaKTOpP MPHU BBIOOPE METONAa COKPBITHS JaHHBIX B
n3obpaxeHuu. B 1enom, nccnenoBaHue MeTo0B HU(PPOBOil cTeHOrpaduy U X IPUMEHEHUS [Tl COKPBITUS
nH}popManny B N300paKECHUIX MOXKET OBITH HOJIE3HBIM AJISI PA3IMYHBIX 00JIACTeH, TaKMX Kak 3aIliuTa KOH-
¢buneHumanbHOM HHGOpMaLUK U HU(PPOBOIT BOISHOI 3HAK.

Knwoueswie cnosa: creranorpadusi, COKpsITHE HHPOPMAIIUHN, COKPBITHE JaHHBIX B IPOCTPAHCTBEHHOM
obnactn n300paxeHusi, HU(POBbIC BOASHBIE 3HAKH, KOHOUACHINAILHOCTD HH)OPMALIIH

s yumuposanusn: Zhigalov LE., Ozerova M.I., Evstigneev A.V. Application of Cutter—Jordan—
Bossen method for data hiding in the image spatial area // Bectauk IOYpI'Y. Cepus «KommnbioTepHble TeX-
HOJIOTWH, yIIpaBJIeHHE, paguosnekTpoHukay. 2023. T. 23, Ne 3. C. 16-23. DOI: 10.14529/ctcr230302

Introduction

Digital steganography is a science whose purpose is to conceal the very fact of the content of sensi-
tive information in multimedia objects without attracting the attention of an observer [1].

For the time being, science is widely used by private individuals to transmit classified infor-
mation through computer networks. There is also another common area — i.e., copy protection (copy-
right preservation) by embedding a digital watermark. Another area is to check the integrity of
the document [2].

Digital steganography methods use the redundancy of a digital container, the choice of which is de-
termined by the conditions of its sufficiency for embedding a hidden message so that the corresponding
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changes are invisible neither to a person nor to special hardware and software, therefore images, audio
and video are used as digital containers (Fig. 1).

Algorithms based on linear

embedding

wd Linear (additive) stegoalgorithms

Algorithms based on the merging
of the CVZ and the container

Algorithms for embedding CVZ
Stepoalgorithms of embedding using quantum guantization
data in images
Monlinear stepoalgorithms
Algorithms using vector
gquantization

Other stegoalgorithms Fractal algorithms

Coding algorithms with spectrum
extension

Stepoalgorithms of embedding Coding algorithms with phase
data into audio signals modification

Methods of digital
steganography

Embedding algorithms by
changing the echo delay time

Embedding algorithms at the
coefficient level

Stegoalporithms of embedding
I data in embedding information in
video sequences

Embedding algorithms at the bit
plane level

Embedding algorithms due to the
= energy difference between the
coefficients

Fig. 1. Classification of digital steganography methods

According to the method of embedding information in the image, stegoalgorithms can be divided
into linear (additive), nonlinear and others. In additive algorithms for the introduction of digital water-
marks (DW), there assumed linear embedding of data, and their subsequent extraction in the decoder
involves the use of correlation methods. In this case, the DW is either folded with the selected image,
or “fused” into it. In nonlinear stegoalgorithms, scalar or vector quantization methods are used, when
embedding information.

Hiding data in the spatial domain is embedding data into the original image using a computationally
simple algorithm: the method of least significant bit (LSB); the method of block hiding; the method of
replacing the palette; Cutter—Jordan—Bossen method. Hiding data in the frequency domain is the use of
the same transformation as in compression: the method of replacing the values of the DCT coefficients
(which is basic in JPEG); the method of hiding the values of the coefficients of Wavelet transform;
using the features of file formats — hiding information in metadata and reserved file fields [3].
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1. Kutter—Jordan-Bossen method

Kutter—Jordan—Bossen method, or the “cross method” is based on the property of the human visual
system, for the eye to be least sensitive to the blue color.

The algorithm for embedding a message into an image: for embedding, you will need a container
C = {R, G, B} including information about the brightness of the red, green and blue colors of each pixel,
m; — i-th bit of the embedded message [4]. RC5 can be used as the secret key &, which sets a pseudo-
random sequence for determining the coordinates of the pixel which is the object of embedding one bit
of the message [5].

Among the stegoalgorithms, that cannot be directly attributed to linear or nonlinear algorithms us-
ing the ideas of fractal image encoding are now actively developing.

The implementation information will be a 1-bit message in a 1-pixel container [6]. When embe-
dding, the brightness of the red and green colors remain unchanged, and the brightness of the blue
changes according to the formula:

, {Bx,y+o-Lx,y, when m; =0,

B, =
x,y
B,,-v-L,,,

(M

when m; =1,
where B, , is the brightness of the blue color in pixels with coordinates (x, y); v is a constant that deter-

mines the energy of the embedded bit, the larger it is, the better the resistance to interference, but
the higher the visibility (0 <v<I); L, , is the pixel brightness, determined by the formula:

L,,=0299-R, ,+0.587-G,  +0.114-B, . )

Besides, to reduce errors during extraction, you can repeat the embedding of a bit of information
t times, which will enable to reduce energy (v) of the embedded bit. The optimal value can be considered
v=0.15and ¢ <20 [4].

In order to perform the extraction, the recipient will have to predict the blue brightness value of
the modified pixel based on the neighboring ones. The “cross” algorithm (pixels located in the same row
and in the same column) is 7 by 7 in size [7].

To predict the value, you will need: a secret key k, the number of repetitions ¢, the dimension of
the “cross” d — the number of pixels on all sides from the center (6 = 3 with sizes 7 by 7, Fig. 2) [8].

The prediction of the initial brightness of the modified pix-

el is made according to the formula: X
(e3 c
A Zi:_GBxﬂ',y + zi:_GBx,eri -2 Bx,y
B, , = . 3)
’ 4.0

Next, to determine the bit of the embedded message, G
the difference between the current and predicted values of
the brightness of the blue color of the pixel is calculated, .
the resulting differences are averaged [9]:

I Z;(Bx,yi B B;,yi)

d (4)
T
And if & > 0, then the embedded message bit m; = 1, if X
0 <0, then m; = 0. Fig. 2. Example of the evaluating “cross”
2. Testing

Embedding will occur in the image (Fig. 3a) having the size of 385 x 512 pixels and a bmp exten-
sion, message “Vladimir State University” with parameters: key k£ = 375, the number of rounds of calcu-
lation » = 8 (used for the RC5 cipher), the number of repetitions » = 10, energy v = 0.2; Fig. 3b being
obtained as a result.

If you do not look closely at the image, then the modified pixels do not visually stand out, but with
a detailed examination in the sky area at a special angle, you can notice the modified pixels. But if you
look into the area of trees and grass, it will be quite difficult (almost impossible) to notice the modified
pixels. Le., we can conclude that the visual component of the stegosystem strongly depends on the origi-
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nal container. When extracting with the same embedding parameters and & = 3, we get the original mes-
sage “Vladimir State University”.

£

a) b)
Fig. 3. Container: empty and filled

Let us conduct several tests of the dependence of the number of characters in the message on
the percentage of correct extraction (Fig. 4).
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Number of characters

Fig. 4. Graph of the dependence of the number of characters on the percentage
of correctness of the message extraction

We can make a positive conclusion that even with 1000 characters, the correctness of extracting
a message from the image with a rather small resolution is above 90%. But it is obvious that a high
number of characters degrades both the image quality and the extraction, since this will take up more
space.

We will also conduct several tests when compressing a filled image into JPEG with the same pa-
rameters, and with the embedding energy equal to 0.9 (Fig. 5). Quality level 0 corresponds to maximum
compression, and quality level 100 corresponds to minimum compression.

Embedded messages:

1 — @Ram:="{01"2-S#}! S'

2 — QwErTy IoXaSdVgHjKl1Zx VbNqWxAh

3 — Lorem ipsum dolor sit amet, consectetuer
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Fig. 5. Graph of the dependence of the quality level on the percentage of correctness of the message extraction

Thus, it can be concluded that JPEG compression, even at a low level and a high energy value, leads
to the destruction of information hidden in the container, which is caused by the type of concealment
method [10].

We will also conduct a test (Fig. 6) of the dependence of the embedding energy on the extraction

quality with minimal compression of the filled image in JPEG with the same embedding parameters of
the same three messages.
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Fig. 6. Graph of energy dependence on the percentage of correctness of message extraction

Thus, this leads to the conclusion, that the optimal value of the embedding energy when compressed
into JPEG lies in the range from 1 to 0.8. But such energy values will visually stand out and attract the
attention of the attacker. So it is better to avoid compressing a container holding hidden information.

Conclusion
Today, due to the development of information technologies, the demand for personal information
protection is growing. Digital steganography offers many new methods for this [11-13]. Digital ste-
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ganography complements cryptography [14]. Their mutual integration will help to develop newer and
more effective methods of ensuring security. It is also a promising and developing area of information
protection, which still has problems with resistance to distortion (compression), as well as with
the search for the optimal ratio of secrecy and the volume of secret data [15].

The authors express their gratitude to Associate Professor of the Department of “Foreign Languages
of Professional Communication” Tatyana Ivanovna Koikova for her help and assistance in translating
the article into English.
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