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HEABHbIN MACKAPAQUHI NMPU OOCTYNE
K KOHOUWOEHUWATIbHOUN UHPOPMALIUA

B KOMMNbKOTEPHOW CETU
U.n. Npokonoe

IMPLIED MASQUERADING AT CONFIDENTIAL
INFORMATION ACCESS IN COMPUTER NETWORK

I.I. Prokopov

PaccmoTpens! crocodbl U NMPUYHHBI HESIBHOTO J0CTYNAa K JaHHBIM B OTCYTCTBHE BJa-
neabua kiao4da. [peacraBiaena moaeib HesIBHOTO A0CTyNa B Bujae MaTpuusbl aocryna. Ilpen-
JI03KeHBI CIIOCOOBLI MPOTUBOAEHCTBYS MOAMeHe (MacKapaJAnuHIy) oneparopa.

Kniouesvie cnosa: nessnviii 0ocmyn, KongpuoenyuaibHovie OaHHble, MACKAPAOUHE.

Methods and reasons for implied data access at the absence of the key carrier are consi-
dered in the article. Implied access model in the form of an authorization matrix is given. Me-
thods for countering substitution of an operator (that is masquerading) are suggested.

Keywords: implied access, confidential information, masquerading.

ITpn pmoctyme K KOH(HUICHIMAIBHBIM JaHHBIM
yepe3 KOMIIBIOTEPHYIO CETh M0 KIHEHT-CEPBEPHOI
CXeMe HCIONb3YIOTCA aBTOPH30BaHHbIE paboune
cTaHIMU. MOXHO paccMaTpuBaTh TaKylo JOKaJIbHYIO
CEeTb KaK OTKPBITYIO PAaclpeeICHHYI0 Cpelly, B KOTO-
PO MOJIB30BATENIN CO CBOUX pabOYMX CTAaHIMH JOJIK-
HBl UIMETh BO3MOXHOCTb JIOCTyNa K YCIyraM Ha cep-
Bepax B ceTH [1]. K cepepaM n0mKHBI MOTy4yaTh 10C-
TYIl TOJNBKO 3apETUCTPUPOBAHHBIC TIIOJIH30BATEIN M
cepBep JODKEH MMETh BO3MOXKHOCTH ayTCHTH(UIH-
poBaTh 3ampockl k cepBucam. Ilomb3oBarenu (omepa-
TOPBI) HCIIONB3YIOT Ha pabodeM MecCTe DJICKTPOHHBIC
KIIFOUH JUId mn(poBaHUs JaHHBIX. B COBOKymHOCTH
9TO JaeT HaJEKHBbIM aBTOPU30BAHHBINA JOCTYI K JaH-
HBIM, HE MpPEJINOoJIaraoliii yTeuky HHpOpMaIUu K
JnpyruMm unam. Ho B pszae ciaydaeB BO3MOXKEH HeEsIB-
HBII 1OCTYH B OTCYTCTBHUE BIIaJI€/bla KIHOYA.

Cnocobul u npuHUHbL HEIBHO20 OOCMYNA K OaHHBIM

ITox HESBHBIM JAOCTYIIOM TOHHMAETCS JOCTYI K
JTAHHBIM HEaBTOPMU30BAHHBIM OMEpaTopoM (T. €. He
HUMEIOIINM Ha 3TO TIPaBo).

Crioco6bI HEIBHOTO JOCTYyTA:

1. JocTyn K AaHHBIM HEaBTOPH3OBAHHBIM OIC-
paTopoM ¢ aBTOpHU30BAaHHOH paboueil cTaHIMK C HC-
MOJIb30BaHUEM KITFOUeH MIM(ppOBaHUsl, XPAHSIIUXCS Ha
ChEMHOM HOCHUTEJIE 3TOW pabouei CTaHIHu.

IpoxonoB Urops UropeBnu — moreHt xadeapsr nudpo-
BBIX PAJAMOTEXHUUYECKHX cHCTeM, HOKHO-YpanbCKuil rocy-
JIAPCTBEHHBIN YHUBEPCHUTET; crts@drts.susu.ac.ru

2. JlocTyn K JaHHBIM HEaBTOPHU30BAHHBIM OIlE-
paTopoM C HEaBTOPHU3O0BaHHOI pabodell cTaHIMU C
MCITIOJIb30BaHUEM KOMHUI KITFOYeH ImudpoBaHus, Xpa-
HSIIAXCS Ha ChEMHOM HOCHTEJIC 3TOM pabodeil cTaH-
nuu. [Ipu 3ToM cnocobe TpeOyeTcst mojjesKa armma-
paTHBIX XapaKTEPUCTHK APYTroil paboyel CTaHIMM JUTs
Lesnel ee aBTOPU3ALUU HA CEpBEpe B KauecTBE Je-
ranbHOM. Ilpm aToM Tpebyrorcest Kiroun mudpoBaHus
(komMM) ¢ OpWUTHHANBHOW pabodell CTaHIUH, HE
HMMEIOIINE TPUBSI3KM K 0OOPYAOBAaHUIO M HOCHUTEIIO,
100 OpUTHHANBHBIA HOCcHTENnb. Pabowas craHums
pacroso)keHa B JIOKaJIbHON CETH CepBepa.

3. Bxon Ha aBTOPM30BAaHHYIO paboOdyl0 CTaH-
muio ¢ apyroit 9BM mocpencTtBom mporpamm yja-
JIEHHOTO JocTyna (agMUHHCTPUPOBAHHUSA), B TOM
yuciae u3 cetu Murepuer. Kitoum mudposanus
JIOJDKHBI OBITH B HAJIMYMU HA OPUTHHAIBLHOM HOCHTE-
Je (B cilyyae anmapaTHOW NMPHUBS3KN) U MOKITIOYUCHBI
k OBM. JlocTyn ocyuiecTBisieTcss ¢ JieralbHOU pa-
6odell cTaHIMU W C OPUTHHAIBHBIMHU Kirouamu. Jloc-
TYII BO3MOKEH M B pabouee BpeMs IIPHU OTCYTCTBHHU
oreparopa.

PaccMOTpUM NPUYMHBI M YCIIOBHS, TPUBOASAIINE
K HESIBHOMY JOCTYITy.

1. Hanuuwe mNOJIKIIOYEHHBIX OPUTMHAIBHBIX
HOCHTENEH KIIOYel BKIIOYEHHOH paloueil cTaHIMK
IPU OTCYTCTBUU aBTOPM30BAHHOTO OIepaTropa Ha pa-
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HesieHbIl mackapaduHe npu docmyre K KoHghuGeHyuanbHol uHghopmayuu

e KOMI'lbI'OInepHOlj cemu

Mopgenb HeABHOro gocTtyna

Bpewms Tun oneparopa Tun paGoucit
CTaHIINU
paod. Hepao. aBT. HEAaBT. aBT. HEaBT.

pabd. — — X 0 X 1

Bpews Hepal. — — 0 X 0 X
Twum omeparopa aBT: X 0 — X 0
HEaBT. 0 X — — 1 X

Tum paboueit cranun aBT: X 0 X ! — —
HEaBT. 1 X 0 X — -

Oouem mecte. B aTOM cilydae BO3MOXKEH JIOCTYI Kak
yJIAJICHHBIM CIIOCOOOM, TaK M C KOHCOJIH.

2. Hanwuwe muranus 220 B Ha paboueid cTaHIMu
B HepaOouee BpeMs. B cBsi3u ¢ HajnmuueM B COBpeMEH-
HBIX alMapaTHbIX IUIaTGopMax CpeACTB yIaICHHOTO
AJIMMHUCTPUPOBAHMS ~ TIOCPEICTBOM  NIPOTPAMMHOTO
obecrieuenmss BIOS komImbroTep MOKeT OBITh BKITIOUCH
YIIAJIEHHO Yepe3 CeTh. B psze cirydacB KOMIBIOTEpPHI HE
BBIKJIFOUAIOTCS BOOOIIE IS LieIel X aJMUHUCTPUPOBA-
HUS (apXUBHUPOBAHHUE JAHHBIX, PE3EPBHOE KOMMPOBAHHUE,
ycraHoBka ooHoBienuid u 110 u 1. 1.). Eciiu B momerie-
HHE HeT (PU3MYECKOro JOCTyNa, KOMITBIOTED MOXKET
OBITh MCIIOJIB30BaH ISl JAOCTYyIa 4Yepe3 yAaJleHHbIH pa-
00uMii CTOJI MM TEPMHUHAIBHYIO TIPOTPaMMy.

PaznenyM ycioBHO Bce 001IeynIOTpeOHMBbIE BUIBI
KIIIOYEH Ha 1BE KaTerOpUU:

A. C npuBsskoit k Hocutemo. [IpocToe xommpo-
BaHME (aiIoB ¢ TAKOTO HOCHUTEINS JINOO HEBO3MOXKHO
(cMmapT KapThl), THOO OSCCMBICICHHO, TaK KaK TIPH
CMEHEe HOCHTelNsl TpedyeTcsi mepercHeparus KIoden
IIPY HAJIMYUU OPUTUHAIBHOTO HOCHUTEIIS.

b. «lIlmaBatormme» xiroun. Tpebyercs Bcero
JIMIIb HAJMYUE COOTBETCTBYIOMIMX (hailyIoB MO MyTH,
yKa3aHHOMY B JpaiiBepax nocrtymna. HambGosee ymno0-
HBIA JUISL 37I0YMBIIIJICHHUKA THI, TaK Kak KOMHPOBa-
HUE BO3MOKHO MO CETH.

B HekoTophIX opraHu3anusaX, UMEIOIIUX KIHEHT-
ckue yactu ot 5—10 GaHKOB, 00pa3yeTcss CMeCh BCEX
BO3MOXKHBIX THIIOB KIJIFOYEH, KaXIbIi M3 KOTOPBIX
HMEET CBOM HOCHTEIh, BKITIOUAst KJIFOUU KaTteropuu b.

OCHOBHOE YCIIOBHE, OIIPEACISIONIEe BO3MOXK-
HOCTh pEalM3ali BCEX CIOCOOOB IOCTyma, — 3TO
HAJIMYMe HOCUTENCH 3aKpBIThIX KIFoUei mudpoBaHus
B COOTBETCTBYIOIMX mHopTrax OBM mpu oTcyTcTBHH
oreparopa, a TaKKe HaJHuue y HEaBTOPHU30BAHHOTO
oreparopa Koja s MACHTU(HUKAIMY BIIAJIEIbIa KITF0-
ya (PIN-ko[). DTOT KOJI MOKHO MOJIYYHUTH C TIOMOLIBIO
annapaTHBIX WM IPOrpaMMHBIX Keiorepos [2].

Mooenwv HeasHo20 docmyna
Moyieib HesIBHOTO JJOCTYIIA MPEJICTABICHA B BUJIC
MaTpUIEl AocTyna (cM. Tabmuiry). OmepaTopsl U pa-

Ooune cTaHLMM pa3JlielieHbl Ha JIBa THIIA — aBTOPU30-
BaHHbIC U HeaBTOpH30BaHHbIe. CHMBOI «X» 03Ha4YaeT
BO3MOXKHOCTh JIOCTYNa K JIaHHBIM, «0» — OTCyTCTBHE
JIOCTYTA K JIaHHBIM (C KOHCOJN), «1» — 10CTyI K JaH-
HBIM TIPH 0COOBIX yCIIOBHSIX (Hampumep, (pusnueckoe
OTCYTCTBHE aBTOPU30BaHHOTO omneparopa). [lapamerp
«BpeMsI» UMeeT 3HaYeHHs «padoyee» H «Hepaboueey.

Cnocobwr npomugooeicmaust

noomene (Mackapaounzy) onepamopa

1. ITlpuMeHEHHE «TOHKHX)» KJINEHTOB-TEPMH-
HAJIOB JJIS IOCTyNa K JQHHBIM C LIEJIbI0 HCKIIOYCHUS
MPOrPaMMHBIX KEHIOTEepOB U yJAJICHHOTO aJAMUHUCT-
PHPOBaHMS, MpEAIoarasi Ipxu 3TOM HaJEKHOCTh af-
MHUHHCTpaTopa cepsepa 0a3 TaHHBIX M cepBepa ayTeH-
tudukaym [1].

2. 3anper aAMUHHCTPUPOBAHHS pabodeill cTaH-
MM 4epe3 CeTh (TOJBKO JIOKAIbHOE aJAMHUHHUCTPHPO-
BaHME), B 0COOEHHOCTH uepe3 ceTh MHTepHer.

3. M3zomsamus aBTOpM3OBAaHHOW paboueil craH-
MM OT JPYTHX Y3JIOB JIOKAJbHOM CETH MPOTrPaMMHO-
anmapaTHBIMH cpefcTBamu [3].

4. KoHTponp Hamuuusi ChbEMHBIX HOCHUTENeH (1
napajyiesIbHO aNmnapaTHBIX KeHIorepoB) MpH MOKUAA-
HUM paboyero Mecta, BeIkIroueHnH IBM. Bo3morkHo
ucrionb3osanue paguomerok (RFID) s Hocureneit
KJIFOueH (Tpy IPUBSI3KE KIIFOUCH K HOCHUTEIIO).
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