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The actuality of the investigated problem is caused by the fact that information is the most
valuable resource of business. It is substantiated that the peculiarity of small business is the li-
mited financial possibilities allocated for means and methods of information protection. Therefore,
the decisions should allow to realize the optimal protection of the information system and data —
to ensure the maximum possible result with the limited investment of funds. It is presented the author's
approach to the problems of choosing means and methods for protecting information in the condi-
tions of a limited budget and in justifying a set of measures aimed at ensuring information security
for small business. The materials of the article can be useful for managers and owners of small busi-
ness, students of higher and secondary educational institutions of technical and economic direction.
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Introduction

At present, it is impossible to imagine the direction of small businesses that do not use information
technology to conduct financial settlements, organize document circulation, advertise their activities,
search for suppliers and buyers, implement online services and use information as an object of commod-
ity-money relations.

However, there are factors that can not only disrupt the work of any enterprise or organization, but
also stop the activity for a while. Cybercriminals have recently paid a lot of attention to small business
as the easiest way to acquire information that allows to steal personal data of employees and funds from
bank accounts of employees and businesses. The reason is that the large companies pay great attention
to information security issues: they have highly skilled IT staff, use licensed software, store data on their
own reliable servers and are able to invest in information security. In the small business segment, these
problems are dealt with much less. There are three reasons for this behavior:

1. Incompetence of employees.

2. Lack of awareness of leaders in the current state of information protection.

3. Reluctance or inability to allocate financial resources to ensure information security, to train em-
ployees, to purchase modern software and hardware.

4. Use of free services, software and cloud-based data storage.

There are four actions performed with information that may contain a threat: collection, modifica-
tion, leakage and destruction. Sources of threats are divided into external and internal ones. The sources
of internal threats are:

— employees of the organization;

— software;

— hardware.

The internal threats can be manifested in the following forms:

— errors of users and system administrators;

— violations by employees of the company of established regulations for the collection, processing,
transfer and destruction of information;

— errors in the operation of the software;

— failures and malfunctions in the operation of computer equipment.
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The maximum damage to business, according to Kaspersky Lab's [1], causes vulnerabilities in
the software. This issue is especially acute when using free software, public cloud data warehouses and
using password protection for access to information resources.

With the installed licensed information systems, the use of their own servers to store information
and provide multifactor protection of access to information resources, the probability of information loss
is significantly reduced. However, these measures require investments.

At the same time, there are actions that are equally probable and dangerous both in the segment of
large and small business, for example, leakage of information on the intentional or accidental fault
of employees, loss of mobile devices by employees, employee fraud, etc. The reasons for irresponsible
attitude to the fulfillment of information security requirements are the lack of knowledge in the field
of IT security and, accordingly, understanding the importance of exact compliance with rules and
requirements.

External sources of threats include:

— computer viruses and malware;

— organizations and individuals;

— natural disasters.

Forms of external threats are:

— infection of computers with viruses or malicious programs;

— unauthorized access to corporate information;

— information monitoring by competing structures, intelligence and special services;

— accidents, fires, man-made disasters.

External threats occur in the absence of installed licensed software products that protect the com-
puter and the information system as a whole from malicious programs. The offered free or shareware
software will never support the full functionality of the security tools available in commercial versions:
blocking viruses and spyware, securing online purchases, blocking spam and phishing messages, pro-
tecting data privacy, having a firewall, preventing hacker attacks, the protection of money transactions,
a warning about the substitution of domain names for fraudulent and other.

Ignoring existing internal and external cyber threats, a low level of investment in information secu-
rity tools and training employees can lead to significant financial and reputational losses.

Losses from incidents occur from the costs of external professional services, from missed business
opportunities, as well as damage from forced downtime due to the blocking of the company's IT pro-
cesses and stopping activities during the recovery of information processes and data.

Ways to solve the problems of information security for small businesses

According to the Federal Law “On Information, Information Technologies and Information Protec-
tion” [2], the protection of information is understood as the adoption of legal, organizational and tech-
nical measures aimed at:

—to ensure the protection of information from unauthorized access, destruction, modification,
blocking, copying, provision, distribution, as well as from other unlawful actions with respect to such
information;

— to respect the confidentiality of restricted access information;

— on the realization of the right to access to information.

Let’s consider the components of the information security of small business.

1. Protection of information from unauthorized access, destruction, modification, blocking, copying,
provision and distribution.

The choice of methods and means of protecting information at the enterprise depend on its type.

Fig. 1 presents a classification of information based on the restriction of access to it.

Information existing in the enterprises is divided into public information and information with limi-
ted access.

The public information includes:

— information signed by the management to transfer to the outside (for example, for conferences,
presentations, etc.);

— information obtained from external open sources;

— information from the company's external website.
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Fig. 1. The classification of information on the basis of access restriction

Many people believe that protecting open information does not make sense. However, this is not so:
for example, the substitution of information on the company's website, depending on what it is replaced,
can lead to some undesirable consequences of varying severity.

To protect public information, it is sufficient to use minimal means and methods of information se-
curity: password protection of files and folders, use of built-in data protection mechanisms in MS Office.
These tools allow to protect with the help of password files from review or modification, prohibit editing,
formatting or making any changes to the document, organize protection of macros, hide certain parts of
the document from viewing, distribute restrictions for users and add an electronic signature.

Information containing state secrets

According to the Law of the Russian Federation “On State Secrets” [3], state secrets mean infor-
mation protected by the state in the field of its military, foreign policy, economic, intelligence activities,
the proliferation of which may damage the security of the Russian Federation.

The protection of this information is implemented in the information system in the framework of its
information security system, depending on the class of security of the information system, information
security threats, the structural and functional characteristics of the information system, the information
technologies used and the features of the information system [4].

We note the main feature of the protection of information containing state secrets: all methods and
means of information security must have a certificate of compliance of FSTEC (Federal Service for
Technical and Export Control) - a document issued by the federal FSTEC structure that confirms com-
pliance of the certified object with the requirements of regulatory Russian acts.

Information for internal use

Information for internal use includes any information used by employees within their divisions,
thematic groups, which:

— circulates between departments and is necessary for their normal functioning;

—is the result of work with information from open sources (for example, a review of the market of
manufactured products);

— does not refer to confidential information;

— does not apply to public information.

To protect information for internal use, it is necessary to apply all of the above protection mecha-
nisms for open information, but with a much greater responsibility: when passwords are created, use
passwords with an increased bit space, use not only letters and numbers, but special symbols and distin-
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guish registers. For convenience and speed of access, password protection can be replaced by biometric-
based protection and e-Token or ru-Token keys, using an electronic signature that is officially received
in certifying centers.

Confidential information

Confidential information is documented information, access to which is limited in accordance with
the legislation of the Russian Federation. Confidential information is not publicly available information
and, in the event of disclosure, may damage the rights and legally protected interests of the person pro-
vided it.

Let us consider in detail the types of confidential information [5-8].

Personal information

According to the Federal Law “On Personal Data” [9], any information pertaining to a certain indi-
vidual (subject of personal data) refers to personal data.

Personal data is information that allows to uniquely determine which person is talking about.
Law No. 152-FL divides personal data into three types:

— general;

— special;

— biometric.

The common personal data are the surname, name, place of residence, passport data, information on
education and qualifications, salary, work activity, etc. This information is always available at the enter-
prise.

Special data are information about race, nationality, political views, religious or philosophical be-
liefs, health status and others. These data can be contained in questionnaires filled out by employees in
hiring, medical certificates, etc.

Biometric data refer to information that reflects the physiological and behavioral characteristics,
allowing to determine his personality. For example, fingerprints, the figure of the iris, the data of
measurements of the facial parameters, the shape of the hand, the picture of the retina of the eye,
handwriting, voice, and others. Also biometric data includes photographs of a person, with the exception
of photographs and video recordings made during mass and public events.

The enterprise is liable to employees for violation of the protection regime, processing and use of
this information.

For the protection of personal data, all methods and means listed in the description of the protection
of information for official use are used. If there is an illegality in the collection or dissemination of in-
formation and if there is no consent of its carrier to collect or disclose information, criminal liability
arises. If the disclosure of confidential personal information occurred during the performance of official
duties, the punishment becomes tougher. Even more severe consequences are provided for the disclosure
of data on minors.

Commercial secret

Commercial secret is information related to production, technical, technological information, manage-
ment of financial and other activities of an enterprise, the disclosure of which may damage its interests.

Trade secrets may include scientific and technical, technological, production information, including
secrets of production (know-how), financial and economic and other information that has real or poten-
tial commercial value due to its unknown to third parties.

The signs of a commercial secret, manifested when it is disclosed, are:

— causing economic damage to the company;

— occurrence in the company of losses in the form of lost profits;

—reduction of economic, technical efficiency of the company's activities, including foreign econom-
ic activity;

— damaging the image of the company and discrediting it as a bona fide, reliable partner in foreign
economic and other activities;

— damage to the prestige and reputation of the partner with whom a commercial transaction is made.

The decision to apply methods and means to ensure the safety of commercial information is taken
by the information owner. If the information does not contain state secrets and personal data of emp-
loyees, methods and means are not regulated by law, there are no requirements for the existence of
a FSTEC certificate.
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Professional secret

Professional secrecy refers to information related to professional activities, access to which is lim-
ited in accordance with the Constitution of the Russian Federation and federal laws, the violation of
which entails criminal liability.

According to the Law of the Russian Federation “On Information, Information Technologies and
Information Protection” [2], professional secrets are information received by citizens in the performance
of their professional duties or organizations in the performance of certain activities.

The following types of professional secrets stand out:

— the secret of insurance and information about the insured;

— communication secret;

— medical secret;

— information about the donor and the recipient;

— the secret of confession;

— the secret of the lawyer, information communicated by the principal in connection with the provi-
sion of legal assistance;

— information that has become known in connection with the performance of notarial acts;

— the secret of notarial acts.

The components of information security systems in small business

Having defined the peculiarities of each type of information, we formulate the main provisions con-
cerning its optimal protection within the framework of use in small business, taking into account small
financial costs. This will be possible when creating a security system that performs only the required
mandatory functions.

1. Antivirus and firewall.

The largest security systems offer software applications designed specifically for companies belonging
to the small business segment, with the number of employees and, accordingly, computers, up to 25.
These offers provide comprehensive protection for computers, file servers and mobile devices from ma-
licious programs, Internet attacks and online fraud taking into account all the requirements of the law.

2. Authentication, authorization and administration (AAA) system.

The work of a small business enterprise is impossible without providing a system that has the ab-
breviation AAA or 3A (authentication, authorization, administration). In some cases, the fourth com-
ponent is added and the fourth «A» is audit. These systems are designed to provide protection against
unauthorized access to information systems and resources.

The specific composition and content of organizational and technical measures to ensure the in-
formation security of personal data are specified in the FSTEC Order No. 21 on February 18, 2013
“On the Approval of the Composition and the Content of Organizational and Technical Measures to En-
sure the Safety of Personal Data when Processing them in Personal Data Information Systems”.

3. Information storage systems.

For enterprises of any size the problem of storage, management and recovery in case of loss is actual.

The system of backup and data recovery allows to create a copy of the data at a specified interval
with the purpose of their possible recovery in the future. They also help to ensure the continuous opera-
tion of the enterprise or organization in the event of damage to the operating system through its rapid
recovery without loss of information.

We note an important feature that must be taken into account when using cloud storage information
[10]. In case where the company uses to process personal data cloud data warchouse located outside
the territory of the Russian Federation, it must have a copy of the database located in our country, to carry
out all the necessary changes and additions to the database, and then transmit the information to cloud
storage. That is, on the territory of the Russian Federation there must always be an updated database
containing processed personal information.

4. Protection against leaks of confidential information.

Information systems to protect against confidential information leaks (Data Loss Prevention, DLP)
allow to track and block the transfer of information outside the corporate network. These systems are
able to monitor the actions of employees of the organization, record and analyze their messages sent
during work via e-mail, social networks, FTP, Skype, ICQ and other applications and protocols that are
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printed on the printer or stored on external storage media. The main objective of DLP systems is to en-
sure the implementation of the privacy policy adopted by the particular organization.

The result is the prevention of unauthorized transmission of confidential and personal information,
minimizing the risks of reputational damage and increasing the discipline of employees of the organi-
zation.

Conclusion

Information is a valuable resource of business. Protection of data containing state secrets and per-
sonal information of people is regulated by the laws of the Russian Federation, and is mandatory for
execution. Algorithms for the protection of commercial secrets must be set independently, depending
on the specifics and size of each enterprise or organization.

A feature of small business is the limited financial resources allocated to the means and methods of
protecting information. Therefore, the decisions should allow to realize the optimal protection of the in-
formation system and data — to ensure the maximum possible result with limited investment of funds.
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MHO®OPMALUNOHHAA BE3ONACHOCTb MAJIOI'O BU3HECA:
COBPEMEHHOE COCTOAHMUE, NMPOBJIEMbI U NYTU UX PELLEHUA

J1.10. OscsiHuykas’, F0.B. Modnosemnas™?, A.[l. ModnoeemHbiii*

" YenabuHckuti gpunuan @uHaHcogoz20 yHusepcumema npu lNpasumenscmee P®,
2. YenabuHck, Poccusi
2 OxHO-Ypanbckuli 2ocydapcmeeHHbill yHusepcumem, 2. YensbuHck, Poccust

AKTyanbHOCTh UCCIIEAyeMO MpoOiieMbl 00YCIIOBIICHA TEM, 4TO HH(OPMAIUs SBISETCS IICH-
HedmmM pecypcom Ou3Heca. OO0CHOBAaHO, UTO OCOOEHHOCTBIO MaJIOr0 OM3HEca SIBISIOTCS OTpaHU-
YCHHBIC (bl/IHaHCOBI)Ie BO3MOXHOCTH, BBIACIIACMBIC Ha CPEACTBA U MCETO/bI 3alllUThI I/IH(l)OpMaL[I/II/I.
HOBTOMy MPUHUMACMBbIC PCIICHUA JOJIKHBI ITO3BOJIUTH pPC€AaIn30BaTh ONTUMAJIbHYIO 3alllUTY I/IH(bOp-
MaHHOHHOﬁ CHUCTEMBI U NAHHBIX — O6eCHe'—II/ITL MaKCHUMaJIbHO BO3MO>KHBIN pe3yabTaT Npru OrpaHu-
YEHHBIX BIOXKEHHUSX cpeAcTB. IIpeacraBieH aBTOpCcKuid OAX0A K pobiemMaM BbIOOpa CpesicTB M Me-
TOJIOB 3AIIUTHl MHPOPMALUU B YCIOBHUAX OTPAaHMYCHHOTO Or0/KeTa U K 00OCHOBaHMIO KOMILIEKCa
Mep, HalpaBlIeHHBIX HA obecneueHrne HHOOPMAIMOHHOM 6e30MacHOCTH Ui Majoro 6usHeca. Mare-
pHaibl CTaThH MOTYT OBITh MOJE3HBIMH JJISI PYKOBOIUTENEH W BIACIbIIEB MPEANPHUITHA MAaJIoOro
Ou3Heca, CTyJICHTaM BBICIINX U CPEIHHUX YUCOHBIX 3aBEJCHUM TEXHMYECKOTO U SIKOHOMHYECKOTO Ha-
MPABJICHHUSL.

Kniouesvie cnosa: ungpopmayuonnas 6€30nacnocmo, Mawill GU3Hec, UHGOPMAYUOHHBLE YePO3bl,
UHDOPMAYUOHHBIE CUCTEMbL.
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