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The article discusses the principle of constructing the software part of the alarm system's signal
processing unit, which will solve the problem of detecting penetration through the protected perime-
ter by means of a signal coming from a sensitive optical fiber located on a mesh fence. The study is
conducted through consideration of such problems as the decomposition of the signal received from
a sensitive fiber-optic sensor into components and its further processing, first for training the neural
network, and then for analyzing its state. A large part of the work is occupied by consideration of
a solution that allows to form an algorithm for building a digital signal processing unit using a neural
network and also to reduce the number of false alarms caused by interference and external influence
on the security system.
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Introduction

At present, due to the growth of the scale of criminal and terrorist threats, measures are being taken
to strengthen the protection of important and especially important sites. These measures are ultimately
aimed at tightening the requirements for perimeter security systems, which are designed to ensure
the security of the protected facility. The systems, as a rule, are located along the perimeter of the pro-
tected facility and provide the “early” alarm signal generation necessary for the timely and effective re-
sponse of the security forces to the invasion [1].

1. Description of modules
The installation scheme for perimetral security alarms on the basis of fiber is shown in Fig. 1.
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Fig. 1. Scheme of perimeter security alarm installation

Here on the mesh fence there is an optical fiber responsible for monitoring the snacking of
the fence. On the top of the fence there is a parallel optical fiber line responsible for controlling climbing
through the fence.
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Consider an algorithm for detecting an intruder, which includes the registration of data and their
processing with the generation of an alarm in the event of an intruder entering the protected area.

The signal from the sensor goes to the signal processing unit. The processing of the original sig-
nal in the general case consists of several stages. A typical scheme of the signal processing unit using
a neural network analyzer is shown in Fig. 2. The scheme, as a rule, includes a signal adaptive filter,
a digital signal processor (DSP), and a neural network analyzer is a decision block (intrusion and its

type).

Training |
Signal processing unit &
Signal from DSP |
sensor Adaptive Digital Neurak Exit
filter ™ singal = net!.vluor =3
processor analyzer

Fig. 2. Scheme of the signal processing unit

Seismic signals and vibrational processes can be described by a universal model: the process is
a combination of narrowband components additively mixed with broadband noise. The parameters of
the components completely characterize the process. To isolate the narrow-band signal components,
the first stage involves the method of extreme filtering. It includes the allocation of signal extremes,
the division into alternating components by an extreme filter, the calculation of the parameters of these
components (for example, the mean frequency and dispersion in a sliding window), the application of
the procedure to the residues formed when the next alternating component is removed.

The components and (or) their parameters allow us to judge the process, to obtain estimates of spec-
tral characteristics, to isolate free and forced oscillations, to form diagnostic features, to substantially
simplify the parametric analysis and to reduce its laboriousness, applying it not directly to the signal but
to the selected components.

Given the time constraints for the allocation of informative components and decision-making, pre-
ference is given to a faster-acting method of extreme filtering.

2. Decomposition of the signal
The alternating component can be distinguished by centering relative to the moving average.

The simplest method is in which only the extreme values x,,,, are used, where i = 1, 2, ..., m. Smoothing
is performed by the operator of the form

x,; =0,25x,,, +0,5x,, +0,25x,,,,, (D
which corresponds to the transmission of data through a digital low-pass filter.

The first, high-frequency component is determined from relation:

Xpi = Xei = Xei - (2)

The component can be extracted directly from the extremes as follows:

X, =—0,25x,_; +0,5x,; —0,25x,,,, . (3)
Further transformations of the form (1), (3) are repeated over the component x .
n n
Then the parameters for all the components amplitudes 4;, frequencies f, =——-—=—L,
p p p (amp q Ji= AN " 2T

i= I,_n), which allow the formation of primary diagnostic features.

Fig. 3 shows the signal at the output of the vibration sensor, and in Fig. 4 — the marked alternating
components represented by their extremes for one of the analyzed areas.
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Fig. 3. Signal from the sensor
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Fig. 4. Variable components of one of the analysis areas

In the transition from seismic noise to the signal generated during the intrusion into the zone of re-
sponsibility, the frequency of the components and their amplitude (and, correspondingly, the power) va-
ries significantly. This is illustrated in Fig. 5, where the upper graph shows the signal, and on the second
and third — the frequencies and amplitudes A4; of the selected components in the sliding window, tied to
the beginning of the analysis interval. Here i = 1...p, and p is the number of allocated components. It can
be seen that, when detected, there is a decrease in frequency (high-frequency noise is masked by a more
powerful signal) and an increase in amplitude.

It is known that signal extrema carry information about the highest-frequency narrow-band compo-
nent. If we remove (filter out) this part from the signal, we get a smoothed curve, the extremums of
which carry information about the next narrowband component. The procedure can be performed until
a sequence with alternating extremums is obtained-the lowest-frequency narrow-band component. Thus,
an adaptive filtering algorithm is possible.

To separate signals created by the violator from noise and interference, the third and final part of
the processing in the Signal Processing Unit performs data analysis based on the principle of the neu-
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ral network. The use of a neural network provides high reliability of detection at a low level of false
positives.
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Fig. 5. The signal x and the parameters of the components: f;, A;, i=1...p

3. Training of neural network

For the neural network to work, it is required to preteach it. The algorithm for learning a neural
network is that the output of the last layer of neurons is compared with the sample of training, and
from the difference between the desired and the actual, it is concluded what the neurons of the last
layer should be to the previous one. Then a similar operation is performed with the neurons of
the penultimate layer. As a result, on the neural network, from the output to the input, a table is
made for changing the connection weights. The training of the system is reduced to the work of
the algorithm for selecting the weight coefficients, which operates without the direct participation
of the operator.

Training involves recording the initial signals from sensors installed on the perimeter. The training
of the security system is performed as part of the overall configuration of the system — by adding to
the database images of signals that are the result of noise factors and characteristic responses of a parti-
cular fence.

So, in Fig. 6, training is provided using a radial-basis network with zero error. The first graph is
the desired network output (detection); the second graph is the amplitude of the signal in the vibration
protection system; the third schedule is a fixed violation of the perimeter of the protected object. This
network was trained on the signal “mesh web”. Testing on another kind of impact (“climbing through
the fence”) showed the correct operation of the detector.

To create, train, and test the network, the Anfisedit editor of the Media environment was used. Net-
work structure: four inputs, one output, number of membership functions — 5 per input, type of
the psigmf accessory function. At the input of the network, the parameters of the high-frequency com-
ponent are given — the mean, minimum, maximum frequencies, and the amplitude-normalized amplitude
range in the 3-second observation interval.

For the data “car driving, group run, car driving”, Fig. 6 shows the detection of transport.
The output of the network is —1.
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Fig. 6. The operation of a radial-basis network with zero error
Conclusion

In security alarm systems, a neural network is a computer system, the algorithm for solving prob-
lems in which is presented in the form of a network of threshold elements with dynamically tunable co-
efficients and tuning algorithms independent of the size of the network of threshold elements and their
input space. The introduction of neural network structures into the algorithms of the signal processing
unit allows to approach the development of security systems with artificial intelligence, to increase
the noise immunity of the perimeter security system as a whole. Increases as the average time to false
alarm, and the likelihood of detection with subsequent classification of the type of intruder. The security
system with artificial intelligence performs the task of detection and recognition automatically, taking
into account all the characteristics of the original signal when analyzing. The processing process is much
faster and gives a more reliable result. The use of intelligent perimeter security systems does not require
operator intervention to analyze alarms and determine signs of a real intrusion or false alarm. As a re-
sult, the system itself makes a decision — this signal is a signal of real alarm or interference.

Formation of a system of signs — parameters of alternating components, extracted from the observed
signal by an extreme filter, allows solving the problem of detection and classification with the help of
neural networks.
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CUCTEMA ABTOMATUYECKOIO PACNO3HABAHUSA
NMPOHUKHOBEHUSA YEPE3 OXPAHAEMbIA NEPUMETP
HA OCHOBE OMNTOBONOKOHHbIX OATYUKOB

N HEUPOHHOW CETU

A.A. ®apmykos, B.Il. LlLlymetiko, J1.C. KazapuHoe
FOxHO-Ypanbckuli 2ocydapcmeeHHbIlU yHusepcumem, 2. YenssbuHck, Poccus

PaccmarpuBaeTcsl MPUHIUIT OCTPOCHUS MPOrPAMMHON YacTH 0Jioka 00pabOTKM CHUTHAjIa OX-
PaHHO#M CHCTEMbI, KOTOPBIHA MMO3BOJUT PEIIUTh 3aJa4y OOHAPY)KCHHUsSI MPOHUKHOBCHHS 4Yepe3 oXpa-
HSAEMBIH TEPUMETP TPU MOMOIIM CHTHAJIa, MOCTYIAIOIIEIO C YYBCTBUTEIBHOTO ONTOBOJIOKHA, pac-
MTOJIOKCHHOTO Ha ceTdaToM 3abope. MccieqoBanue BeAeTCs Yepe3 pacCMOTPEHHE TAaKUX MpooIieM,
KaK pa3jioKeHHE CHTHaJIa, MOJIyYCHHOTO C YyBCTBUTEIILHOTO ONTOBOJOKOHHOTO JaTYMKa, HA COCTAB-
JSIFOLIME U JanbHElInas ero o0paboTka cHavana st 00ydeHus] HeWPOHHOU CeTH, a IOTOM JJIsl aHa-
nH3a ee cocTosiHus. BoubIinoe Mecto B paboTe 3aHUMAET PACCMOTPEHUE PEICHHSI, KOTOPOE MO3BOJIUT
chopMUpPOBaTh ANTOPUTM TTOCTPOCHUSI OJI0Ka HU(PPOBOI 0OPAOOTKU CUTHANIOB C HCIOJIb30BAHUEM
HEWPOHHOM CETH, a TAK)KE YMEHBIIUTH C €€ MOMOIIBI0 KOJHUYECTBO JIOKHBIX CPadaThIBAHUN OXPaH-
HOM CHUCTEMBbI, BEI3BAHHBIX TIOMEXaMHU U BHEUIHUM BO3/IEHICTBUEM Ha OXPAHHYIO CHCTEMY.

Kniouesvie cnosa: meiponnas cemo, uyscmeumenbHoe ONMuieckoe 60J10KHO, cucmema 6e3o-
nacuocmu, 610K 06paboOmMKU CUSHAN08.
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