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VYcnoxxHeHIE TEXHOJIOTHISCKUX TPOIECCOB M pa3BUTHE MHPOPMALMOHHBIX TEXHO-
JIOTHH HAIIPSIMYFO CBSA3aHEI ¢ (hOpMUpPOBaHHEM HOBBIX KOHIICHIIHNA B TOCTPOCHHUH CBSI3eit
MEXJly MaIllMHON M 4YEeJIOBEUECKUM OOILIECTBOM. B COBpEeMEHHBIX YCIOBHUSIX Ha NEpBOE
MECTO BBIXOJUT KOHLEMIUS BEIYUCIUTEIBHON CeTH (PU3MUECKHX 0OBEKTOB (MHTEpPHETA
Belllel), OCHAIIEHHBIX BCTPOCHHBIMU TEXHONOTUAMH Ul B3aUMOJEHCTBUSA IpYT C ApY-
TOM WIH C BHEIIHEN cpenoil.

HarmnonHeHne KOHLENIMN WHTEPHETA BEllled MHOT0OOpa3HbIM TEXHOJIOTHYECKUM CO-
JIep’KaHWEM W BHEAPCHHUE MTPAKTHUECKHUX PEIICHUH I ee peann3anuu, HaunHas ¢ 2010-x
IT., CYMTAIOTCS aKTyaIbHBIM HAlpaBJICHUEM B MH()OPMAMOHHBIX TEXHOJIOTUAX. HexoTo-
pBIe TOCyIapcTBa pa3padaThIBAIOT HA OCHOBE BHINMICYKA3aHHBIX TEXHOJIOTHH TOCYIapCT-
BEHHBIC MH(OPMAIMOHHBIE CHUCTEMBI M CETH U aKKyMYJIHPOBAaHHS JAaHHBIX O JIFO0OI
AKTHBHOCTH YEJIOBEKA ¥ TIOCIIEAYIOMIETO aHAIN3a 3THX JAaHHBIX B HEISIX MPHHATHS IOpHU-
JIYECKA 3HAYMMBIX pereHui. OObeAnHeHNE ceTell CIOCOOHO MePECTPOUTh SKOHOMUIEC-
CKHe M O0OIIECTBEHHBIE POLECCHI, HCKITI0YAIOIIe HEOOX0IMMOCTD Y4aCTHsI YeJIOBEKa.

JlornunbiM pesynpTaToM pasBuTus TexHonoruil IoT craHoBUTCS npuMeHEeHUE
urdpoBeIx OnM3HENoB (NBOMHHKMKOB, digital twin), HanpaBIeHHOE Ha 3a0J1arOBPEMEHHOE
MIPEIyIpexaAeHNEe U YCTPaHEHHE BO3MOXHBIX MPOOJIEM B TEUEHHE BCETO KM3HEHHOIO
nuKIia pusndeckoro oobvekra. [IpuMeHeHne TexXHOI0rui M(POBBIX TBOWHUKOB 103BO-
JIIeT COKPATUTH CPOKH MPOU3BOCTBA, ONITUMH3HPOBATEH MTPOU3BOICTBEHHBIE MPOIECCHI,
YMEHBIIUTh YHCII0 cO0EB M H30€KaTh OCTAHOBOK B paboTe mpennpusatiit. C uMuTanueit
MIPOIIECCOB OOBEKTOB (DM3MYECKOTO MHpa MPH MOMOIIX IH(PPOBOTO TBOWHUKA TOSBIS-
€TCS BO3MOXKHOCTH KOHTPOJISI M YCTPaHCHHS HETAaTHBHBIX ITOCIEACTBHH eIe 0 TOro,
Kak OHHU mpom3oiayT. [Ipu 3TOM Ha ImepBoe MeCTO BBIXOAUT HEOOXOAMMOCTH oOecmede-
HUST WHPOPMAIMOHHONW 0€301macHOCTH IH(POBOTO MPOoQuIIsi IpaxkIaH, OpraHH3aluid U
TEXHOJIOTHIECKUX MIPOIIECCOB.

B paGote packpbiBaeTcs psia mpobiaeM mpaBoBOTo obecrieueHns HHPOPMaAIMOHHOMI
0€301acHOCTH B YCIIOBHUSIX TepPeX0/ia K aKTHBHOMY HCIIOJb30BAHHUIO TEXHOJIOTHH I (]-
POBBIX TBOWHUKOB (OJU3HEIOB).

Kniroueesvie cnosa: yughpoeoii 08ouiHuK, yugposoi o6ausney, UHGoOpMayuoHHan
be3onacnocme, npogunuposanue OeamenbHOCMU, NPABOBOE PeZyIUPOSAHUE, UH-
mepnem, KOMNIEKCHAA 0e30naAcHOCMb, NEPCOHAIbHblEe OAHHble, KOMNblOmMepHble
oannuie.

Bo Bropom necstunetun XXI Beka mon
BIIMSHUEM psifia (pakToOpoB, B TOM YHCIIE CEHCOP-
HOU PEBOITIOIUH, PA3BUTHSI CETEBBIX TEXHOJIOTHH,
00JJAYHOTO KOMITBIOTHHTA, aHAJUTHUKH OOJIBIINX
JaHHBIX U JPYTUX COBPEMEHHBIX MOJIXOJ0B, Ha-
yascs npouecc oobeaunenus IT ¢ OT, copmu-

poBaisicss OOBEAMHSAIONIUN TOIXOMA, OPUEHTHPO-
BaHHBII Ha TMEpPEHECEHHWE B BUPTYaJIbHOE IPO-
CTPAHCTBO CBEJICHHI O JIaHHBIX M HA COOBITUSX B
(mznyeckom Mupe.

B centsope 2019 roma HcnonaHuTenbHBIN
opuc Ilpesupenta CLLIA mpoBen ceMuHap MO
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Bompocy: «The convergence of high performance
computing, big data,and machine learning (Kon-
BEPreHNUsl BBHICOKONPOU3BOAUTENBHBIX BBIYHC-
JIeHUH, OONBIIMX AaHHBIX M MAIIUHHOTO 00Yy4e-
Hus» [1]. OprannzaTopamul CIIyIIaHUN BBICTYITH-
m: MexxBeqOMCTBeHHas: pabodas TpyIma Io
OoNbIIMM JaHHBIM, MeKBeTOMCTBEHHAs padodast
Tpymma MO BBICOKOIIPOU3BOAUTENBHBIM BBIYHC-
neHusM, [lonkoMUTET 10 HCCIeOBAaHUAM U pa3-
paboTkaM B 00JIaCTH CETEBBIX M MH(OPMAIUOH-
HBIX TEXHOJIIOTUHA TIO0 HAayYHO-TEXHHYECKOMY
MpeaNpUHAMATENbCTBY HarnmoHansHOTO HAay4HO-
TexHu4eckoro cosera. CemuHap 3aduKcHpOBai
TE3UC O TOM, YTO B HACTOSIIEE BPEMs peann3yeT-
csi o0benWHEHHEe HAay9IHO-OOOCHOBAaHHBIX MOJIe-
nell ¢ MOAENSIMH, OCHOBAaHHBIMH Ha TIOXYYECHHUU
JAHHBIX O COCTOSIHHM CJIOKHBIX CHCTEM M SIBIIC-
HUH (C HCIIOIb30BaHUEM CHCTEM BBICOKOIPOMU3-
BOIUTEIBHBIX BEIYHCICHUI). B3ammonelcTue
OCYIIECTBIISIETCS HA OCHOBAHWHW aHAJIMTUKH JIaH-
HBIX B PEKUME PeaIbHOTO BpEeMEHH, TpeOyromIei
KOppeISIIAA MEXITy KPYMHOMACIITAOHBIMH BBI-
YHUCIICHUSIMHU B HHPPACTPYKTYpaMH JTaHHBIX. J{J1st
pelieHus yKazaHHBIX MpoOJeM Tpeasaraercs
MMOCTPOCHNWE THOKOW BBIYMCIUTEIEHON DKOCH-
CTEMBI, COCTOSIIEH W3 Pa3HOPOJHBIX KOMOWHa-
LU MOTPaHUYHBIX, OOJAYHBIX U BBICOKOIIPOU3-
BOJWTEIHHBIX BBIYMCIUTENBHBIX CHCTEM, IOIY-
Yaromied MaHHBIE W3 PAa3TUYHBIX HCTOYHUKOB,
peoOpa3oBBIBAIOIINX HX B (DOPMBI, TIOAXOISIINC
JUIsL TIpeMa ¥ XpaHeHWs] B CHUCTEME pachpeje-
JICHHBIX BBIYMCICHUN C TPUMEHEHHEM KPYITHO-
MacIITaOHOH aHAJIUTHKH MaHHBIX. CHCTEMBI BBI-
COKOTIPOM3BOJMUTENBHBIX ~ BBIYUCICHUH  OyIyT
BEITIONHATH O0JIee CIOKHBIE B BHIYHUCIATEIHHOM
OTHOIIIEHWHU (POPMBI aHANHM3a U ONTHMH3AINU, A
TaKXe OCYIICCTBIISITH MPOTHO3HOE MOJIEITHPOBa-
HUE, YTO TI03BOJIUT CYIIECTBEHHO MOBBICUTH BO3-
MOXXHOCTH TI0 CPaBHEHHIO C HM30JUPOBAHHBIMHU
CHCTEMaMHU.

Konnenmus Digital Built Britain (IToctpoe-
Hue U poBoil bputanum) onpenensier B Ka4ecT-
Be IU(PPOBOr0 TBOWHHUKA «PEAUCTUYHOE LU(-
pOBOE IpeJCTaBICHUE aKTUBOB, MPOIIECCOB WU
CUCTEM B ITOCTPOSHHOMW WM €CTECTBEHHOU cpejie
oburtanus» [2].

B mHamelt cTtpaHe TOHATHE «IUPPOBOIH
JIBOWHUK» pacKpbiBaeTcsi MUHHCTEPCTBOM LUQ-
POBOTO Pa3BUTHS, CBA3M M MAacCCOBBIX KOMMYHH-
kanui Pocculickoil @enepanuu Kak: «CEMENCTBO
CIIOKHBIX MYJIBTUAMCIUILIMHAPHBIX MaTeMaTH-
YECKHX MOJIeJIell ¢ BBICOKMM YPOBHEM a/IeKBaT-
HOCTH peaJbHBIM MaTepHaiaM, peajlbHbIM 00b-
eKTaM / KOHCTpYKIusIM / MamiHam / npudopam /

TEXHHYCCKUM M KHOCp(PH3UIECKUM CHCTeMaM,
(hM3UKO-MEXaHWIECKUM — TporieccaMm  (BKITIoUas
TEXHOJIOTHUECKHE U MPOU3BOJCTBEHHBIE MTPOLIEC-
Chl), ommchiBaeMbIXx 3D HecTanuoOHapHBIMH He-
TUHEWHBIMHI U QepeHIHaTbHPIMA  YPaBHEHHS-
MH B YaCTHBIX MPOM3BOJHBIX, 00ECIIEUNBAIOIINX
OTIMYHE MEXKIYy pe3yJbTaTaMd BHPTYaJIbHBIX
UCTIBITAHUI W HAaTYPHBIX HCIBITAHUI B Mpenenax
+/- 5% (DT-1), u/unu «yMHas» MOJEINb, YUUThI-
Baloliass 0COOEHHOCTH KOHKPETHOTO IMPOU3BO/I-
cTBa M TexHojoruu m3rotopnenus (DT-2). O6s-
3aTEeNIbHBIM 3JIEMEHTOM Pa3pabOTKU M IpUMEHe-
HUSI UUQPOBBIX JBOWHUKOB SABJSETCS MHOTO-
YpOBHEBasi MaTpHIa LIENEBbIX MOKa3aTesiell KOH-
KYPEHTOCTIOCOOHOTO TPOMYKTa/M3AENUs H pe-
CYpCHBIX OTpaHWYEHUH (BpEeMEHHBIX, (hHHAHCO-
BBIX, TEXHOJOIMYECKHX, IPOU3BOJICTBEHHBIX,
AKOJIOTHYECKUX W T.1.)» [3]. MexaHu3Mmsl pery-
TupoBaHUs THQPPOBONH SKOHOMUKH Poccuiickoit
Oenepanyiv CBsI3aHbI B TOM YHCJIE C HOPMAaTHB-
HBIM peryiupoBaHHeM IH(POBOH cpenpl, ompe-
nensieMbiM 1lnanoM nestenbHOcTH MUHHCTEPCT-
Ba 3KOHOMHYECKOro pa3sutus Poccuiickoil Pe-
neparuu Ha nepuon ¢ 2019 mo 2024 rr. Ilpu
3TOM CJIeyeT UMETh B BUIY, YTO, COIJIACHO YKa-
3y IIpesunenta PO ot 9 mas 2017 r. Ne 203 «O
Crparernu pa3BuTHS WHPOPMALUOHHOTO 00IIe-
ctBa B Poccuiickoii ®epepauun Ha 2017—
2030 romer» mndpoBas SKOHOMHKA — 3TO XO35H-
CTBEHHAs! JEATEILHOCTh, B KOTOPOW KITIOYEBHIM
(aKTOpOM MPOU3BOJCTBA SIBISAIOTCS JTaHHBIC B
1 poBOM BHIE, 00paboTKa OOJBIINX O0OBEMOB
Y UCTIOJIb30BaHKE PE3YJIbTATOB aHaH3a KOTOPBIX
M0 CPAaBHEHUIO C TPAJUIMOHHBIMU (popMamu XoO-
3s1ICTBOBAHUS TIO3BOJISIIOT CYIIECTBEHHO ITOBBI-
CUTh (PPEKTUBHOCTh PA3INYHBIX BHJIOB MPOM3-
BOJICTBA, TEXHOJIOTHIA, 000PYIOBaHHsI, XpPaHEHUS,
MPOJAXH, TOCTAaBKU TOBApOB U YCIIYT.

Ceiiuac CTaHOBHTCS $ICHO, 4TO (hEeHOMEH
UQPPOBOTO JIBOIHNKA BHOCUT U3MEHEHHS B CaMy
CHUCTEMY TOCHOJICTBYIOIIUX OOIIECTBEHHBIX OT-
HOLICHUH, XapaKTepU3yIOLUINX NpUpOLy oOmiecT-
Ba U rocynapcraa. Takum oOpa3oM, yxke B Onu-
JKaifiee BpeMst 0OIIeCTBO MPUIET K TOMY, YTOOBI
paccMaTpuBarh HH(POBOrO TBOWHUKA HE MPOCTO
KaK «CEMEWCTBO MaTeMaTHYECKUX MOAEJIeH», a
KaK HOBBIH OOBEKT OOIIECTBEHHBIX OTHOIIEHHMIHA,
YTO MOTpeOyeT BHIPAOOTKH MPHHLMITHAIBHO HO-
BBIX IOAXOJOB K IPaBOBOMY PperyJMPOBaHUIO
nanHo# cdepbl. BoaMokHO, HEOOXOAMMOCTh pe-
IIEHUS BOITPOCOB 00 00beMe U CTPYKTYpe MpaBo-
OTHOWIEHWH UU(PPOBBIX ABOMHHKOB MOTpeOyeT
NepecMoTpa MOAXOJ0B K ONPEAeSICHHIO CYILIHO-
CTH YYaCTHHKOB W TIPUHIIMIIOB TPABOBOTO pEry-

BectHuk KOYpIl'Y. Cepus «lpaBo».
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JUPOBAHUS B IICJIOM, BKIIOYCHHS IUGPOBHIX
JIBOMTHUKOB B KaueCTBE CYOBEKTOB JaHHBIX Ipa-
BOOTHOLICHUH.

Hudporoit apoitnuk onpexnemnsiercs P. Xoy-
coMm [4] xak nuppoBOE MPEACTABICHUE PeaTbHO-
ro 00beKTa, MPOAYKTa WU aKTHUBA, C BUPTyallb-
HBIM TIPE/ICTaBICHHEM OW3HEC-TaHHBIX, KOHTEK-
CTHBIX JIaHHBIX U JaHHBIX C AaT4UKOB. [Ipumene-
HUE TEXHOJIOTUU HU(MPOBBIX JBONHUKOB TO3BO-
JSET OTpaXkaTh PUINIECKUN MUD, MIPOEKTUPYS U
MIPOU3BOS MPOJIYKTHl U aKTUBBI CO BCTPOCHHBI-
MU JaTYUKaMU C MOJACPAKKON MHTEpHETa BEIICH.

I[To mMuenuto C. DmIMOTT, TIOA HH(PPOBBEIM
JIBOMHUKOM CIEIYEeT IOHUMAaThb BUPTYAIbHYIO
KOMUI0 (DU3MYECKUX AaKTHBOB, MPOIECCOB KU
cucreM [5]. Ilo mepe m3MeHEeHHsS (HHU3UIESCKUX
yCIoBUH 1u(POBOIl JBOWHUK PETHCTPUPYET 3TH
W3MEHEHUs B peXuMe peabHOro BpemeHnu. Cro-
COOHOCTh ITM(PPOBOrO JBOHHHKA [0 CO3JaHHIO
g poBoro GuzNYecKoro IukiIa Oasupyercs Ha
CBSI3U MEXKIY dTUMH JABYMsI peaTbHOCTSIMHU, BUP-
TyalbHOM U (u3uueckoi. Mcmonb3oBanue mud-
POBOTO JBOMHHKA JaeT BO3MOXKHOCTH OBICTPO
pearupoBaTh Ha U3MEHSIONIHECS 00CTOATENhCTBA
Y HETPEJBUJICHHBIC YCIOBUS, IPUHUMATE pellle-
HUs, OCHOBaHHBIC HAa HAJEKHBIX M aKTyaJbHBIX
JAHHBIX; ONTUMHU3UPOBATH MPOLIECC MNPUHATUA
pELICHU MEXIy JIOJbMH WM MalllMHAMH. XOTe-
JI0OCh OBl OTMETHUTDH, YTO BHEAPEHUE TEXHOJIOTUU
MUGPOBBIX JIBOWHUKOB TO3BOJISIET CMSTYUTH
BO3MOXHBIE MOCJIEACTBUSL B PEAIBHOM BPEMEHH,
MPOAaHaIM3UPOBATh CHJIbHBIE U CIa0ble CTOPOHBI
CUTYyallUH, MOJYYUTh MOJENIb CTPATErMYECKOro
BO3JIEUCTBUSL.

C ydeTroM NaHHBIX BO3MOXKHOCTEH HCCIIEO-
BaTEeIM CBS3BIBAIOT IMOHATHE HU(POBOIO IBOM-
HUKa C KpyroM pemiaemsix 3afad. Tak, ans mo-
CTPOEHUS MOJIeTiel B 00JIaCTH aBHAIlMK U KOCMO-
HaBTHKH NU(QPOBOW JBOWHHUK PAaCKPBIBACTCS Kak
WHTETPUPOBAHHOE MYJIbTH(PHU3NIECKOE, MHOTO-
MacImITabHOe, BEPOSATHOCTHOE MOJIEIIMPOBaHUE
BCTPOEHHOI'O TPAHCIOPTHOTO CPEICTBA MU CHC-
TE€MBbI, KOTOPO€ HCHOJIb3YET JYUYIIUE NOCTYIHBIE
¢uszndyeckue Mojend, OOHOBIIEHUS IaTYUKOB,
WUCTOPHUIO TIapKa W T.J., YTOOBI OTPA3UTh >KHU3Hb
CBOET0 COOTBETCTBYIOIIETO JIETAIOIIEr0 JBOMHHU-
Ka [6].

Jna pemeHust 3amad TEOPUHM CHCTEM TOHA-
THE U(POBOTO JBOHHHUKA CBA3BIBAIOT C HAOOPOM
BUPTYQJIBHBIX WH(GOPMAIIMOHHBIX KOHCTPYKIIUH,
KOTOpBbIE TMOJHOCTBIO OMHUCHIBAIOT MOTEHIUANb-
HBIH Wik QakTHdeckud (HU3NYECKUH IMpOH3Be-
JIEHHBIN TPOAYKT OT MUKPOATOMHOTO YPOBHS IO
MaKpOreOMeTPUUECKOro ypoBHA. 11 MEAUIMHBI
1upoBOI TBOHHUK — CONPsIKEHHAsT MOJAEIb pe-

IBHOW MaIlMHBI, KOTOpas paboTaeT B 00JIAYHOM
w1athopMe U UMUTHPYET COCTOSHUE 3II0POBBS C
MHTETPUPOBAHHBIM 3HAHWEM KakK OT YIIpaBlsie-
MBIX JaHHBIMH aHAJUTHYECKUX aITOPUTMOB, TaK
U OT JpYyruxX MAOCTYMHBIX (U3UUYECKUX 3Ha-
uuii [7].

C TOYKHM 3peHHs B3aUMOJCHUCTBHS (HHU3MIC-
CKUX WU BUPTYaJIbHBIX OOBEKTOB HUPPOBOI ABOH-
HUK MpeCTaBIsieT co0oii nnppoByro Komuio Ghu-
3WYECKOTO yCTPOWCTBA B peabHOM BpeMeHH [8§],
HCIIOJIb30BAaHUE KOTOPOW CIYXKUT JUIS BBIMOJIHE-
HUA ONTHUMH3AIMU B pealbHOM BpeMeHu [9].
CymectByeT Takke OOOCHOBaHHOE€ MHEHHE O
TOM, YTO «IH(PPOBOH TBOWHUK — 3TO peabHOE
oTOOpaXeHHE BCEX KOMIIOHEHTOB >KU3HEHHOTO
LMKJIA TTPOAYKTA C UCIOIB30BaHNEM (PU3NIECKIX
JAHHBIX, BUPTYAIbHBIX JTAHHBIX M JAHHBIX B3aW-
MozeicTBUS MexXay HUMU» [10] wnu ke «auHa-
MHUYECKOE BUPTYyalTbHOE MpeACTaBIeHHEe (pU3nye-
CKOTO OOBEKTa WIM CHUCTEMBl Ha TPOTHKESHUH
BCEro €€ KM3HEHHOTO IMKJIa C HCIOJIb30BaHUEM
JAHHBIX PEaJbHOTO BpPEMEHHW Ui O0ecredeHUsI
MTOHUMaHUs, 00y4YeHus U paccyxxaeHus» [11].

Texnomornyeckn muQppoBoi ABOWHUK TIPE]I-
CTaBsieT co00i MHTETPUPOBAHHYIO MOJAENb TO-
TOBOTO TIPOJYKTa, CIIOCOOHYIO OTpa)kaTh BCE
MIPOM3BOJCTBEHHBIE JE(PEKTHl M TOCTOSHHO 00-
HOBJISITHCS, YTOOBI BKIIFOUATh YCTOWYMBBIA M3HOC
BO Bpems wHcnosb3oBaHus. CymiecTBylomas B
(hM3UYEeCKOM TPOCTPAHCTBE COBOKYITHOCTH CEH-
COpPOB UMUTHPYET OOBEKT B PEKUME PEATLHOTO
BpeMeHU. [[u(poBbie TBOMHUKH MPEIHA3HAYCHBI
JUTSE MOJICTTPOBAHMSI CIIOXHBIX MPOIECCOB, C IIe-
JIBI0 TIPOTHO3UPOBAHUS PE3yJIbTaTOB B TEUYCHHE
BCET0 KU3HEHHOT0 nukia [12].

B paMkax TeXHOJIOTHH LIU(PPOBBIX JBOWHU-
KOB JUIsl (U3NYEeCKOro oObeKTa (€AMHHUIBI 000-
pyJlOBaHMs, TIpoOIecca) CO3/AaeTCs IOCTOSHHO
OOHOBJISIFOIIASICS MaTeMaTu4eckass MOJIeNb, KO-
TOpas B IajJbHEHUIIIEM UCTIONB3YETCs IS aHaNu3a
MOBe/IeHNsT 00beKTa, Hanbollee IMOIHO COOTBET-
CTBYIOIIAsl TEKyIIEMYy pabodyeMy pexuMy peasib-
HOH YCTaHOBKH. JTO JJaeT BO3MOYKHOCTH BBISIBUTh
HEMpeayCMOTPEHHBIE M3MEHEHHs B IIpoleccax,
ONTUMHU3UPOBATh PEKHUMBI PabOTHl 000pYI0Ba-
HUS, MIPeNOTBpaIlaTh MOJOMKHA M aBapHH, 4TO B
WTOTE TIO3BOJSET CYIIECTBEHHO MOBBICUTH Ha-
JEKHOCTh U 3PPEKTUBHOCTH IKCIUTyaTaluu [13].

Takum o0pa3oM, B KadecTBe HHU(PPOBOrO
JBOWHMKA MOKHO MOHUMAaTh HHU(POBYIO KOIHIO
*KUBOTO [14] WM HEXHBOTO (PU3MUYECKOrO 00B-
exta. Monenb, coequuss (pu3muecKuii U BUPTY-
ANBbHBII MUPBI, TIO3BOJISIET BUPTYAITHbHOMY O00BEK-
Ty CYLIECTBOBAaTh OIHOBPEMEHHO ¢ (u3nye-
ckuM [15]. B ontumanbHOM BapuaHTe JrOOas
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nH(pOpMaITis, KOTopass MOXKET OBITh MOJTydYeHa B
pe3yibTaTe IMpOBEPKH (U3MUECKOr0 IPOLYKTA,
MOKET OBITh TOJy4eHa OT €ro HU(PPOBOTO JBOK-
Huka [12]. OOpamaer Ha ce0sS BHUMaHHE TOT
(axT, 4TO mpeaaracMble ONpPEAETICHUSI OXBAThI-
BalOT KOMIUJIEKC MPOTPAaMMHBIX W HPOTrpaMMHO-
anmapaTHBIX CpPEACTB, MNpEeIHa3HAYCHHBIX IS
KOHTPOJISI 32 TEXHOJIOTMYECKUM WM IMPOU3BOJI-
CTBEHHBIM O00OpYAOBaHHEM (HCIOJIHUTEIbHBIMU
yCTpoiicTBaMM) W IPOU3BOANMBIMU UMH TpoLIEC-
caMH, a TaKKe Ul YHPaBJICHUS TaKUMH 000py-
JOBaHHEM M IIPOLIECCAMH, TO €CTh IMONNANAIOT
MoJi HOPMATHBHOE OTpeJelieHHe aBTOMAaTH3HUPO-
BaHHOH CHCTEMBI yIIpaBiCHHS.

Takum oOpaszoM, TIpU CO3AaHUHN ITH(HPOBBIX
IBOMHUKOB B c(epe, OTHOCSIIEHCS K CyOBbeKTaM
KPUTHYECKON MH(DOPMAIIMOHHOW HH(PACTPYKTY-
PBbl, ONpEAEICHHBIM CT. 2 DeaepansbHOro 3aKOHA
ot 26 nuromst 2017 1. Ne 187-®3 «O GezonacHoCTH
KPUTHYECKON MH(OPMAIIMOHHOW HH(PACTPYKTY-
pb1 Poccutickoit denepanun», NpaBOBOE PETYIIH-
pOBaHHE OTHOIIEHWHA oOecreueHus] WHGOpMAITH-
OHHOW 0€30MAaCHOCTH PErIaMeHTUPYETCsl CyIe-
CTBYIOIIMM TPAaBOBBIM HHCTHUTYTOM O€30MacHO-
CTH KpUTHYeCKON wH(pOpMannoHHON wH(ppa-
CTPYKTYPBHI.

[NoBbIieHHE MPOU3BOJUTENBHOCTH U OITH-
MU3ALHUHA CUCTEMBI OCYIIECTBIISICTCS C MPUMEHEe-
HUEM TEXHOJIOTUH HMMHUTALMOHHOIO MOJEIHPO-
BaHHS HA OCHOBE aHaJH3a IMPOLIECCOB C YYETOM
OOJNIBIIIOTO  YMClla  XapaKTEePUCTUK  CHUCTEMBI
(BKIOUaAst ciayvaliHble COOBITHSA W MHIUBHIYallb-
HbIe 0COOEHHOCTH TOBEICHUS DJIEMEHTOB CHCTE-
MbI). JIJ19 BOCCO3IaHus CIOXKHBIX M MAacIITaOHBIX
MPOLIECCOB HEOOXOAMMO BBIIOIHUTH KOMILIEKC
MEPONPHUATUH HUMHUTALHOHHOTO MOZETHPOBAHUS
Ha OCHOBE JIOCTOBEPHOM JeTalu3ally MOAJIeKa-
LIEr0 MOJEIUPOBAaHUIO OOBEKTa, a TaKkKe IO-
CTPOUTH TpapUUECKyI0 MOJEIb B BHJIE aHUMUPO-
BaHHBIX MU(POBBIX JBOHHHUKOB B TMHAMUYECKOM
pa3zButuu ¢ moctpoenuem 2D u 3D monenei.
Kommu ¢usnueckoro odbekTa B peaqbHOM Bpe-
MEHHM CO3[AaI0TCA, B TOM YHCIE NPH HOMOIIH
CHEUABHBIX JATYMKOB MO COOPY NaHHBIX, TO
eCTb B paMKax KOHLENLIWU WHTEpHEeTa Be-
meit [16], u mpencraBmstor coboit nmdpoBoro
JIBOWHMKA KaK IEPEHECCHHYIO0 B IU(POBYIO cpe-
NIy PeILTUKYy (HU3MYEeCcKOro yCTpoicTBa, mporecca
unn cucteMsl. [Ipu sTOM co3naHHas uugposas
KONMS CIOCOOHA YYHTHIBATH (DAKTOPBI, BIUSIO-
nmue Ha U3HYECKHl OPUTHUHAT, MTO3BOJISISI MOJTh-
30BaTeI0 MOJEIIMPOBATh Pa3IUYHbIE BapUAHTHI
pa3BuTHs cuTyauuil. B pesynbraTe mosBisiercs
BO3MOXXHOCTb aHAJIM3UPOBaTh, TECTHPOBATh U

ONTUMM3UPOBATh HE peajbHbli OOBEKT, a €ero
muQpoByto Komuro. Takasg cucTemMa I[O3BOJSET
MUHHMHU3UPOBATH PUCKH U MOTEPHU, OCYIIECTBIISIS
BapHUaTHBHbBIC M3MEHEHHS BUPTYaJbHOH MOJEIH.
Ha peanbHOM 00BEKTE MOXHO MPUMEHSATH ONTHU-
MaJIEHO IOJJOOPaHHYIO CUCTEMY.

Bosnukaer coBOKynHOCTH yrpo3 mH(popMa-
LIMOHHOHM 0€30MacHOCTH KaK Ul PEAJIbHOTO, TaK
U A7 BUpTyasibHOro oObekTa. M ecnu 3a mpo-
nrejiee BpeMs OIpelesieHbl METOAMKH odecrie-
genuss nHpopMmarmonHon 6e3omacHoctrn MKT B
¢bu3nuecKkoM MHpe, TO Ul BUPTYaJIbHBIX MOJE-
Jel ykazaHHas mpoOiieMa MoKa elie TOJIBKO Ha-
yrHaeT o0o3HadaThea. CymecTByeT BO3MOXK-
HOCTh TOTO, YTO HEYJAYHOE TEXHOJIOTUYECKOEe
pelenue, Oynydu IEPeHECEHHBIM C BUPTYaJIbHO-
ro oOpa3a Ha GU3INUECKUI OpUTHHAI, Oy/AET NpH-
HOCHTH peajbHbIH, a He aOCTpaKTHEIN yiiepo.

Tak, JI. W. IlpaBukoB monaraer, 4ro IO-
CKONIbKY HH(POBBIC IBOMHHUKH MPEICTABISIOT
co0oil MaTeMaTHYecKue MOZEIH, MpeIHa3HaAYCH-
HBIE I OOBEKTOB YIpaBIeHHSI U cpenbl (QyHK-
[UOHUPOBAHUS B CBSI3W C NMPUHIUMHAIBHBIM YC-
JIO)KHEHUEM HCIIOHHUTEIILHBIX MEXaHU3MOB IS
MIOBBIIICHHUS KauecTBa YNPABICHUS U, KaK Ciel-
ctBue, d(Q()eKTHBHOCTH (PYHKIIMOHAIBHBIX IPO-
[ECCOB, MOCTOJNBKY CYIIECTBYET MpobiemMa Mpu-
MEHEHHUS TPaIuIMOHHOIO MoAaxona K obecreue-
HUI0 WHPOPMAIOHHONW 0e30MacHOCTH W HeoO0-
XOAMMOCTH ONpE/CICHUsI aJeKBAaTHOCTH peallb-
HBIM HCIIONHUTENbHBIM MEXaHU3MaM JIM00 00b-
eKTam ympasienus [17].

He cnenyer Takxe HEZOOLEHHMBATh YIpO3y
CO CTOPOHBI MHOCTPAHHBIX T'OCYJApCTB, CBS3aH-
HYIO C BO3MOKHBIM 3aXBaTOM TEXHOJIOTHYECKOTO
KOHTPOJISI HaJl CTPATETMUYECKUMH OTPACIIsIMH, T10-
CKOJIbKY «JIBOMHUKWY (HOopMHUpYIOTCS M 0Opaba-
THIBAIOTCS Ha MHOCTPAaHHBIX TEXHOJOTMYECKHX
TUIOIA/IKAX, @ ONEPaTOPbl JOOBIBAIOIINX KOMIIA-
HUI YNpaBisIFOT O00OpY/ZOBaHHWEM dYepe3 UX IOo-
CPEIHUYECTBO.

Crnemuduky obecrieueHus HHGOPMAIMOH-
HOW 0€30MacHOCTH B YCJOBUSAX NPUMEHEHHS
TEXHOJIOTHH IU(PPOBBIX IBOMHUKOB CIIEAYET CBS-
3bIBaTh C HEOOXOIUMOCTBIO PEIICHUS psiia TeX-
HOJIOTHYECKHX BOIPOCOB, CBA3aHHBIX C IpHUMe-
HEHHEM WMHTAIIHOHHOTO MOJICIIUPOBAHMS, YTO
OCHOBaHO Ha UCIIOJIL30BAHUU XaPaKTEPUCTHK
Ka)XJIOTO BJIEMEHTA CHCTEMBI (KOJHUYECTBO, CKO-
POCThb, MOIIHOCTb, JUIUTENHFHOCTh W T.JI.) U pa3-
paboTKe JIOTHMKH IPOIECCOB Ha 0asze peasbHOro
00BbeKTa ¢ HEOOXOJUMBIM YPOBHEM JAETAIN3ALUH
peLeHnss KOHKPETHOM 3a7au.
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Ha »ToM ypoBHE yrpossl MOTYT cO31aBaThb
JeeKT JOTUKU MPOLIECCOB, MOCTPOCHUE HEKOP-
PEKTHOM JIOTMKHM MOJENH, HapyLICHUS BU3YaJlH-
3aIUd MOJIEHPYEMBIX TporeccoB B 2D mmu 3D,
YMBIIIUICHHOE HCKKEHUE XapaKTepUCTHUK C IIe-
JBbI0 JIEMOHCTPALMU TIOBBIICHUS ITOKa3aTeleH,
UCKa)KEHHE IapaMeTpOB IPU DPELICHUH 337a4u
ONITUMM3ALUH ITyTEM MOA00pPa COOTHOIICHHUS Xa-
PaKTEPUCTUK DIEMEHTOB CHUCTEMBI, KOTOPBIMH
MOYKHO 0aaHCHPOBATh NPH OUCKE PEILICHUS.

JlonoiaHuUTENBHAS CIIOKHOCTD CBA3aHA C TEM,
YTO HE BCErJa BO3MOXHO OOBSICHHUTH B YeJOBe-
YECKHX TEPMHMHAX PEIICHMS, NPUHUMAEMble aJ-
roputmMamu. Ilpu 3TOM ciemyer BbLIeNATh OC-
HOBHBIC aJTOPUTMBI MPUHUMAEMBIX PEHICHUIN H
OCYILECTBIISITh KOHTPOJIb BBIMOJIHEHUS ITHX ajl-
TOPUTMOB.

B cnydyae mpuMeHeHHs1 TEXHOJIOTHU LUPPO-
BBIX JIBOWHHMKOB CJICyeT YEeTKO ONpPEIeTUTh pa-
3yYMHOE COOTBETCTBHE MEXIY NMPH3HAKAMU IIPO-
OJieMBbl M ONTUMAIILHBIA MEXaHHU3M UX PElIeHus,
pa3paboTath MHQPACTPYKTYpPY IJIsi HHTEpoIepa-
OeNbHBIX TIOJXO0I0B K PEIICHUIO MTPOOIIeM.

[lupokoe mprMeHEHHE TEXHOJIOTHH LU(po-
BBIX JIBOMHUKOB OCTPO CTaBUT BONPOC O CYIIHO-
CTH U COJCpKaHUHM OOIIECTBEHHBIX OTHOIICHUMA
Ha CTHIKE PEaJIbHOI0 0OBEKTa U €ro BUPTYalIbHO-
ro TpeICTaBlCHUs, IOMy4aeMOro Ha OCHOBE
OW3Hec-IaHHBIX, KOHTEKCTHBIX IaHHBIX W JaH-
HBIX ¢ AaT4UKOB. OCTPO BCTAaeT Psii BOIIPOCOB O
HEOOXOOUMOCTH  NPABOBOTO  PETYIMPOBAHUS
JaHHOW cdepbl, 0 MecTe W PONH IH(POBBIX
JBOWHHUKOB, COBOKYITHOCTH IpaB, 00s3aHHOCTEH
¥ OTBETCTBEHHOCTH B JIaHHOH cdepe. Yxe ceid-
Yyac BO3HHKAET OCTpas HE0OXOJAUMOCTh BBIPAOOT-
KA TPUHIMITMAIEHO HOBBIX TOAXOJIOB K IPaBoO-
BOMY PEryJIUpOBaHUIO cepbl HUPPOBBIX IABOK-
HUKOB.

[To mepe pazButusi HHHOPMAIIMOHHBIX TEX-
HOJIOTHH cliefyeT YAENsATh Oolbliee BHUMaHHUE
yrpo3e BPEIOHOCHOTO BO3JEHCTBUSI CETELEHTPH-
YeCKHX TEXHOJIOTHH Ha YYacTHHKOB HH(popMma-
LIUOHHBIX OTHOLICHWH, B pe3yJbTaTe KOTOPBIX
NPUYMHSETCS BpeA JIMYHOCTH, OOLIECTBY U IOCY-
JlapcTBy. B Hamel crpaHe IpUHAT Psii CTpaTeru-
YEeCKHX JIOKYMEHTOB, PETYJIHPYIOUIMX OTHOIIE-
HUS B chepe co3AaHusl, Pa3sBUTUS U yUeTa YMHBIX
cucteM W cepBUCOB. OnmHAKO Ui CO3/aHUS H
JanpHernero  (QyHKIMOHUPOBAHUS — CHCTEMBI
IU(QPOBOr0 TOCYJAPCTBEHHOTO PErYIHPOBAHUS
HEOOXOUMO PELINTh COBOKYITHOCTh MPABOBBIX H
TEXHUKO-TEXHOJIOTUYECKUX IMPOOIeM — 3TO OT-
CYTCTBHE YIOOHBIX BBICOKOYPOBHEBBIX HHCTPY-
MEHTOB pa3pabOTKH MPHIOKEHUH; psAA TeXHUYE-
CKUX TIpOOJIEM U OTpaHWYCHUH, CBSI3aHHBIX C CY-

MIECTBYIOIIUMH TEXHUYSCKUMH PEHICHUSIMU IS
MTOCTPOCHUST BHICOKOTIPOU3BOIUTEILHBIX CHCTEM
00pabOTKN MaHHBIX; OTCYTCTBHE CTaHIAPTOB M
METOIOJIOTHH Pa3pabOTKU U MOJICIIUPOBAHUS KaK
OCHOBHBIX CPEJIICTB TOCTPOCHHUS paCIpeeiiCH-
HBIX CHCTEM; oDecreueHHe Oe30IIaCHOCTH IaH-
HBIX; ONHCaHWE OOMIECTBEHHBIX OTHOIICHUHA |
BO3MOXKHOCTEH WX IIPABOBOTO PETyJIMPOBAHUS.

Jlumepamypa

1. The convergence of high performance
computing, big data, and machine learning (Con-
vergence of High Performance Computing, Big
Data, and Machine Learning: Summary of 2018
Workshop). URL.: https://www.nitrd.gov/
pubs/Convergence-HPC-BD-ML-JointWSreport-
2019.pdf.

2. The Gemini Principles. Centre for Digital
Built Britain. 2018. Retrieved 2020-01-01. URL:
www.cdbb.cam.ac.uk.

3. HopokHasi KapTa pa3BUTHS «CKBO3HOI
uugpoBoit TexHonorum «HoBBIE TPOM3BOACT-
BEHHBIC TCXHOJIOTUN) CUHXPOHU3HUPYETCA C I1ac-
noptoM (denepanpHoro mpoekra «Lludpossie
TEXHOJIOTHW» TporpaMmsbl «Lludposas 3xoHOMU-
ka» 10 31 mexabps 2021 r. URL: https:/
digital.gov.ru/uploaded/files/07102019npt.pdf.

4. Richard Howells. Should Businesses Be
Scared To Meet Their Digital Twin? //
https://www.forbes.com/sites/sap/2018/02/28/
Feb 28, 2018,01:53pm EST.

5. Cindy Elliott. A Digital Twin for the Sup-
ply Chain. URL: Operational Intelligence Octo-
ber. 2017. 11. P. 35-47.

6. Glaessgen, Edward, and David Stargel.
"The digital twin paradigm for future NASA and
US Air Force vehicles." 53rd AIAA/
ASME/ASCE/AHS/ASC  Structures, Structural
Dynamics and Materials Conference 20th
AIAA/ASME/AHS Adaptive Structures Confer-
ence 14th AIAA. 2012. URL: https://ntrs.
nasa.gov/archive/nasa/casi.ntrs.nasa.gov/2012000
8178.pdf.

7. Lee, Jay; Bagheri, Behrad; Kao, Hung-An
(January 2015). A Cyber-Physical Systems archi-
tecture for Industry 4.0-based manufacturing sys-
tems // Manufacturing Letters. 3: 18-23. doi:
10.1016/j.mfglet.2014.12.001. URL: https://
www.  researchgate.net/publication/ 269709
304_A_Cyber-Physical_Systems_architecture
_for_Industry_40-based_manufacturing_systems.

8. Bacchiega IRS srl, Gianluca (2017-06-01).
«Embedded  digital twin». URL: https:/

72

Bulletin of the South Ural State University.
Ser. Law. 2020, vol. 20, no. 3, pp. 68-75


https://www.nitrd.gov/
https://www.cdbb.cam.ac.uk/system/files/documents/TheGeminiPrinciples.pdf
https://www.forbes.com/sites/sap/people/richardhowells/
https://www.esri.com/about/newsroom/author/celliott/
https://www.esri.com/about/newsroom/?s=&category_name=operational-intelligence
https://ntrs.nasa.gov/archive/nasa/casi.ntrs.nasa.gov/20120008178.pdf
https://ntrs.nasa.gov/archive/nasa/casi.ntrs.nasa.gov/20120008178.pdf
https://ntrs/
https://en.wikipedia.org/wiki/Digital_object_identifier
https://doi.org/10.1016%2Fj.mfglet.2014.12.001

Enux B. M.

TexHonozus yugpoeozo deoliHuka. [ToHssimue u ocobeHHocmu

nodxoda K opecaHu3ayuoHHO-NnpasosomMy obecneyeHuro...

www.slideshare.net/gbacchiega/embedded-
digital-twin-76567196.

9. Soderberg, Rikard, et al. Toward a Digital
Twin for real-time geometry assurance in indi-
vidualized production // CIRP Annals 66.1
(2017): 137-140.

10. Tao, Fei, et al. Digital twin-driven prod-
uct design framework // International Journal of
Production Research (February. 2018): Pp. 1-19.
URL: https://www.researchgate.net/publication
/323397001 Digital_twin-driven_product_  de-
sign_ framework.

11. Bolton, Ruth N.; McColl-Kennedy, Janet
R.; Cheung, Lilliemay; Gallan, Andrew;
Orsingher, Chiara; Witell, Lars; Zaki, Mohamed
(2018) // Customer experience challenges: Bring-
ing together digital, physical and social realms.
Journal of Service Management. 29 (5): 776-808.
doi: 10.1108/JOSM-04-2018-0113.

12. Grieves, M. and J. Vickers, Digital Twin:
Mitigating Unpredictable, Undesirable Emergent
Behavior in Complex Systems, in Trans-
Disciplinary Perspectives on System Complexity,
F.-J. Kahlen, S. Flumerfelt, and A. Alves, Edi-
tors. 2016, Springer: Switzerland. p. 85-114.

13. /Iga B OmHOM: ISl YErO 3aBONY HYXKEH
nudporoit 6musnen / PBK. Ludposas Poccus.
URL: http://digital-russia.rbc.ru/article-page_
11.html.

14. Xaposa, A. K. OcoberHocty mporiecca
MpaBoBOi macHTH(UKaMKU 4venoBeka B WHTep-
Hete / A. K. Xapoga // UndopmaronHoe mpago.
—2016. — Ne 3. — C. 30-35.

15. Saddik, A. El. "Digital Twins: The Con-
vergence of Multimedia Technologies”. IEEE
(April 2018) MultiMedia. 25 (2): 87-92. doi:
10.1109/MMUL.2018.023121167.  ISSN 1070-
986X. URL: https://ieeexplore.ieee. org/docu-
ment/8424832.

16. Digital Twin: mepcrmeKTHBBI HCIIOIB30-
BaHUS TA(QPOBBIX JIBOIHHUKOB. URL:
https://nfp2b.ru/2019/01/09/digital-twin-perspe-
ktivy-ispolzovaniya-tsifrovyh-dvojnikov/.

17. IlpaBuko, [. H. Crparerunueckoe
yhpaBlieHHE B cepe HalMOHAILHOW Oe30macHo-
ctu Poccun: ontumanbHbBIe ClICHAPUU MPEOIoIIe-
Hus Bb130BOB 1 yrpo3 / Jl. U. IlpaBukos // «ud-
POBBIC IBOMHHUKWY» KaK HOBBIH OOBEKT 3alUTHI B
ycioBusix (opmupoBanus UGPOBOH IKOHOMH-
ku: Matepuansl koHpepenmmu PAHXul'C. — M.,
2018. URL.: http://csef.ru/ru/articles/print/852.

Enun Baagumup MuxaijioBu4 — OOIEHT Kadeapsl KOMIUIEKCHON 0€30MacHOCTH KPUTHYECKH
BaXHBIX 00BEKTOB, Poccwiickmii ToCymapcTBeHHBI yHuBepcuteT Heptu u raza (HUY) wmmenn
U. M. I'yOkuna, moueHT kadeapbl mHPOpMaNMOHHOW Oe3omacHOCTH, HanumoHanmbHBIN HccienoBa-
TENBCKUI YHUBEPCHUTET «BhICInas mkoma 3KoHOMHKN, T. Mocksa. E-mail: elin_vm@mail.ru.

Cmamusa nocmynuna é pedaxuyuto 30 anpena 2020 2.

DOI: 10.14529/law200310
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The increasing complexity of technological processes and the development of infor-
mation technologies are directly related to the formation of new concepts in building con-
nections between the machine and human society. In modern conditions, the first place is
taken by the concept of a computing network of physical objects (the Internet of things)
equipped with built-in technologies for interacting with each other or with the external en-

vironment.
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Filling the concept of the Internet of Things with diverse technological content and
the introduction of practical solutions for its implementation, starting from the 2010s, are
considered to be an urgent direction in information technology. Some states are develop-
ing state information systems and networks based on the above technologies to accumu-
late data on any human activity and then analyze this data in order to make legally sig-
nificant decisions. Connecting networks is capable of rebuilding economic and social
processes, eliminating the need for human participation.

A logical result of the development of 10T technologies is the use of digital twins
(doubles), aimed at early warning and elimination of possible problems throughout the
entire life cycle of a physical object. The use of digital twin technologies makes it possi-
ble to reduce production times, optimize production processes, reduce the number of
failures and avoid interruptions in the operation of enterprises. With the imitation of the
processes of objects of the physical world with the help of a digital twin, it becomes pos-
sible to control and eliminate negative consequences even before they occur. At the
same time, the first place comes to the need to ensure information security of the digital
profile of citizens, organizations and technological processes.

The work reveals a number of problems of legal support of information security in
the context of the transition to the active use of the technology of digital twins (doubles).

Keywords: digital twin, digital double, information security, activity profiling, le-
gal regulation, internet, integrated security, personal data, computer data.
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