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Abstract. Information security is vital for all living organisms, people, organizations and society as
a whole, since information security is the basis of all life activities. The ambiguity of understanding
the terms “information” and “security” leads to the need to clarify the conceptual apparatus on the problem
of ensuring information security. The article reveals the meaning of information security as a challenge to
modern society. The concept of “information security” is clarified. Information security is considered in
terms of privacy protection, security of organizational operations and cybersecurity. The author's under-
standing of information security is given from the point of view of the organization's management, of indi-
vidual subjects, and society. It is substantiated that people simultaneously use information security, provide
it, and are also subject to information threats. Information security requires certain competencies, skills and
actions from organizations and individuals, both in professional and personal life. Appropriate competencies
are needed in education, research and social activities. To manage activities to ensure information security,
a multi-disciplinary approach and interaction of organizations from different areas of activity of the human
community is required. This determines the need for the members of society to master the competencies
of information security, which is one of the tasks of modern education. The standardized requirements
for the protection of personal data and confidentiality that exist in the EU, which must be observed by or-
ganizations and administrations, can serve as guidelines for the formation of information security compe-
tencies and for its provision in practice. The existence of standards provides a systematic and consistent
practice of risk management and security.
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Annomayusn. upopmanmonHas 6€3011acHOCTh KacaeTcsi BCEX XMBBIX OpPraHW3MOB, JIIOZEH, OpraHu-
3anuid 1 00IIecTBa B LIEJIOM, ITOCKOJIBKY Oe3oracHasi HH()OpPMAILHs SBIISIETCS OCHOBOW BCEX BUJIOB XKHM3HE-
JiesITeNIbHOCTH. HeoTHO3HAaYHOCTh TTOHUMAaHUsI TEPMUHOB «MH(pOPMAIHsD» U «Oe301acHOCTEY MPHBOIUT K
HEOOXOIMMOCTH YTOYHEHHS MOHATUIHOTO ammapara Mo mnpobieme odecrieueHus MHPpOPMaIMoHHONH 0e30-
nacHocTH. CTaThsl IMOCBSILEHA PACKPBITHIO CMbICTIa WH()OPMAIIMOHHOW OE30IMaCHOCTH KaK BBI30BA COBpE-
MEHHOMY OOIIECTBY. Y TOUHEHO MOHATHE «HH(OpPMAIMOHHAs Oe30macHOCTh». MHpopMamonHas Ge3omac-
HOCTh PAacCMOTpEHa B aCHEKTax 3allUThl YACTHOM >KM3HH, OS30IIACHOCTH OPraHU3aLMOHHBIX ONEpanuid u
kubepbOesonacHocTd. JlaHO aBTOPCKOE MOHUMAaHHE MH(POPMALMOHHOH 0€30IIaCHOCTH C TOYKH 3PEHUS Me-
HEJDKMEHTA OPraHU3allliy, C TO3UINU MHAWBUAYAJIBHBIX CyObEeKTOB M obmecTBa. OOOCHOBAHO, UTO JHOIU
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OJTHOBPEMCHHO TI0JIb3YIOTCS HH(POPMAIIMOHHOM 0€3011aCHOCThIO, 00ECIICUYUBAIOT €€, HO U MOIBEPIKCHBI WH-
dhopMmaroHHbIM yrpo3am. MHpopmalimonHas 6€30MacHOCTh TPEOYeT OMpeeICHHBIX KOMITCTCHITU, HaBbI-
KOB U JICUCTBHIA OT OpTraHU3alUi ¥ OTACIBHBIX JIUI KaK B MPO(ECCHOHANFHOU, TaK U B TUYHOW xu3HH. Co-
OTBETCTBYIOIINE KOMICTCHIIUM HEOOXOIMMEI B 00pa30BaHHU, HAYYHBIX HCCICAOBAHUSIX U OOIICCTBCHHOM
JeSATeNbHOCTH. J{JIs yrpaBiieHus JeHCTBUSAME MO0 00SCIICUCHUI0O MH(POPMAMOHHOW 0€30IacHOCTH HE00XO0-
JTUM MYJIbTHAUCIUILTHHAPHBIN TOAXO0/I M B3aUMOJICHCTBHE OpraHU3alnil Pa3HbIX cep AeSITeTbHOCTH YeTI0-
BEYECKOTO coolmecTBa. ITHUM 00YCIIOBIIEHA TIOTPEOHOCTH B OBJAICHIH WICHAMH OOIIECTBa KOMIIETEHIIHSI-
MH WH(POPMALMOHHON 0€30IMacHOCTH, YTO COCTaBJISIET OJHY M3 3a7ad COBPEMEHHOTO oOpa3oBanus. OpueH-
THpaMu (pOpMUPOBaHMS KOMITETEHIINN HHHOPMAIIMOHHON 0€30MaCHOCTH M ISl €¢ 00eCTIeYeH!sT Ha TIPAKTHUKE
MOTYT CITy>KuTh cymecTBytone B EC crangapTu3upoBaHHbBIE TPEOOBAHUS 10 3aIIUTE JUYHBIX JAHHBIX H
KOH(UIEHITMAIBHOCTH, KOTOPBIE JODKHBI COOJIFOIATHCSA OPTaHM3ANMSIMHE W aJMHHHCTparusaMu. Hamudane
CTaHJIAPTOB 00ECIICYMBACT CHCTEMHOCTh U MOCJICIOBATEIbHYIO MPAKTHKY YIPABJICHUS PUCKAMH U o0ecIie-

yeHus 0€30I1aCcHOCTH.

Knrouesvie cnosa: wnbpopmarus, wHOOpMAIOHHAs 0E30MACHOCTh, HH(DOPMAIHOHHOE OOIIECTBO,

III/I(l)pOBI/BaHI/IH, KOHIICIITYalIn3alnus, yrpo3bl, puCKu

Jlna yumuposanusn: Anttila Ju. Information security challenge of modern society // Bectauk IOYpI'Y.
Cepust «O0pazoBanue. [lenarorndyeckue Haykm». 2022. T. 14, Ne 2. C. 65-70. DOI: 10.14529/ped220206

Introduction

Information security is a very ordinary thing
but also a highly professional specialty. In orga-
nizations, information security [16] is one of
the managerial knowledge areas, which also has
become a significant basis for the reliable eco-
nomic and social operation of the whole society,
and hence, it also strongly influences the lives of
individuals. It applies to the business information
of the organizations, the privateness-related facts
of individuals, and versatile information within
the complex cyberspace [18] products, processes,
systems, and infrastructures of society.

Organizations and societies are formed of
people, and hence, the human aspects have the
most important role also in implementing and
perceiving information security [4] but also in
causing the related uncertainty, insecurity, and
threats [10]. Theoretical concepts and models,
rules and practices, and technological, managerial,
and societal solutions created by the human
thinking process have a big influence on how
information security is perceived, recognized,
managed, evaluated, and how it will be deve-
loped. Very often technical aspects of the solu-
tions of information and communication techno-
logy (ICT) are overly emphasized in information
security discussions.

This article refers to the international infor-
mation security management standards [17] as
important references for organizational informa-
tion security considerations. In addition to the
management standards, there are a large number
of specialized technical standards, the usefulness
of which is based on the knowledge and skills of

experts and management decisions. Unfortunately,
the key principles and concepts are not handled
consistently in the general information security
management standards, and their linkages to
recognized managerial models and practices are
brought up inadequately. A problem is that
the main ideas of the information security ma-
nagement standards, which (for instance ISO/IEC
27001 [17]) are widely used in organizations, are
dating back decades. Hence, proactive innovative
solutions for modern business and societal envi-
ronments, which are characterized by the speed,
changes, agility, and complexity originating from
digitalization, have not enough been brought up
in the standards.

Conceptual ambiguousness

and fragmented management

Information security comes a lot to the fore
in scientific, political, and everyday writings and
speeches today. In addition, the topic has a large
and growing practical significance in the activi-
ties of people, organizations, and whole societies.
However, we have recognized that information
security is conceptually unclear, and information
security management is fragmented. For instance,
the technical and organizational/managerial pers-
pectives are far apart, and human or social as-
pects are not sufficiently regarded.

Information security [19] is a broad and mul-
tidimensional concept, it includes privacy infor-
mation [20] and cyber security [7] aspects, which
often are dealt with separately. Hence, the basic
related concepts, terms, and definitions are not
considered consistently or logically even in
the professional contexts. This situation is espe-
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cially originated from the vague meanings of
the words “information” and “security”, which
are used by many different disciplines and prac-
tical fields.

Terms secure and security can characterize
a particular property, ability, or state of any ob-
ject. Etymologically [14] they are positive fea-
tures of the object: In Latin: s€ciirus — being
without worry, including parts sg- [prefix] —
without, and ciir(a) — worry + -us [adjective suf-
fix]. Actually, some international standards de-
fine security according to this general under-
standing, as follows:

e State of being free from danger or threats
where procedures are followed or after taking
appropriate measures [15].

e Condition of being protected against ha-
zards, threats, risks, or loss [23].

e Quality or state of being protected from
unauthorized access or uncontrolled losses or
effects [22, 25].

Another difficult part of the information se-
curity concept is information, which is a general
everyday word but also has a philosophical back-
ground. The general dictionary explanation [27]
is that information means facts provided or
learned about something or someone. However,
there also are many definitions, which bring up
many aspects that relate to information, for in-
stance, fact, data, information, knowledge, and
wisdom. Information security also can be consi-
dered in relation to all of these. The information
is not only alphanumeric but consists of a wide
variety of human intellectual products. Informa-
tion security can even be examined in the con-
nection with human thoughts and mind [11], par-
ticularly due to modern technological means.
The genetic information [2, 26] of humans and
organisms, which is stored in genes in paired
DNA (deoxyribonucleic acid) molecules in cells,
and which is the essence of all life, may also be
dealt with as a specific subject and concern of
information security.

All real-world things and phenomena include
many different kinds of facts. Through measuring
those phenomena, we can get data. Analyzing
data, we get contextually significant information.
Information is a basis for reflecting on the situa-
tion and making decisions. When combining
measurement-based information with explicit
knowledge (articulated, documented, and shared
information), facit knowledge (personal implicit
skills, ideas, and experiences), and wisdom
(myths and values), one can consistently carry

out the plans, acts, and interventions to control
and improve the situation [24].

General information security management
standards [16, 17] and experts have the main focus
on ICT and often highlight problems, risks, ha-
zards, threats, vulnerabilities, hostile actors, and
reactive countermeasures against them. The search
for proactive opportunities to prepare for future
challenges has been left to those applying
the standards. The standards [1, 17] refer to
an old traditional way to deal with information
security with an open list of concepts to preserve
confidentiality (C), integrity (1), and availability
(A) of information, and, in addition, to take into
account also other pertinent concepts, such as
authenticity, accountability, non-repudiation, and
reliability. This is a reductionist way to define
a concept and causes difficulties with the issues
that do not seem to be on the list. Also, it is un-
clear in the standard approach, whether here in-
formation security is understood as a concept
of feature or activity (preservation). These by
the experts defined concepts of information secu-
rity are often difficult concepts to understand
within business situations and even among in-
formation security experts.

Privacy protection is a central and signifi-
cant area of information security. Its role is, how-
ever, vague in the standards-based information
security examinations. Nevertheless, privacy may
be seen as a core issue of all other information
security concepts and even been considered as
the “archetype” of the whole information security
discipline, from which the other concepts may
be led [20].

Often today, people use the term cyberse-
curity instead of information security. This means
information security in cyberspace, which is
a complex environment resulting from the inte-
raction of people, software, and services on the
Internet by means of technology devices and
networks connected to it. According to the CIA
model, cybersecurity [21] implies the preserva-
tion of confidentiality, integrity, and availability
of information in cyberspace.

The proper implementation of information
security in organizations requires this issue to be
taken into account in all activities and manage-
ment of the organization. Accordingly, the con-
cept of information security management can be
formally defined as management with regard to
information security. The means to do so are then
set out in more detail for instance in the relevant
standards [13].
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Information security

from individuals to society

Information security can be viewed from
the perspective of people, organizations, and so-
ciety as a whole. People play a key role because
organizations and society are also made up of
human individuals. In society, information secu-
rity develops through diffusion by the activities
and results of organizations and individuals. Each
organization or individual has its own priorities
regarding relevant information and the impor-
tance of information security. They also have
their own vulnerabilities and risks and procedures
for these.

In practice, information security is realized
by doing the right thing, in particular, in organi-
zations through business processes. In this con-
text, too, the risks [20] may also materialize.
Processes include people and various technical
systems as resources. Persons interact within
their working processes according to their skills,
individual character traits, moral standards, and
behavioral style. In human activities, information
security is based on awareness, competence, and
learning.

Practically all technical systems include ICT
modules and software applications today.
For technical solutions, information security so-
lutions are the results of the design process.
Communication protocols have an important role
in information security as they define the rules,
how different systems and system units share
operational information. In addition to the opera-
tional information, also key system facts and set-
tings are essential issues for information security
and the vulnerability of the system.

People are both implementers and perceivers
of information security but they are also subject
to information security threats. In today’s infor-
mation society, people cannot cope without
the access or skills to access society’s informa-
tion services.

There are international standard require-
ments for the protection of personal identity and
privacy that should also be respected by organi-
zations and administrations. They deal with the
personally identifiable information (PII) [12],
which consists of any information, (a) which can
be used to identify the person to whom such in-
formation pertains, (b) from which such infor-
mation can be derived, or (c) that is or might be
directly or indirectly linked to a natural person.
The EU’s General Data Protection Regulation
(GDPR) [23] is a serious challenge in protecting
privacy and identity in all organizations operating

in Europe or marketing products to EU residents.
The GDPR has defined significant financial con-
sequences for businesses that are not in com-
pliance.

Information security challenges, threats,

and grievances of the digital society

The modern information society poses diffi-
culties and threats to many areas of people's
lives, for instance regarding:

» Disadvantages in everyday activity, and
behavioral, mental, and economic development.

* Privacy and security.

* Data overloading, misinformation, false
news, or alternative facts.

The strong impact of digitalization requires
increasing demands for new competencies, skills,
and operations by organizations and individuals in
job and private life in responding to the changing
challenges of society. That should be taken into
account also in education, research, and societal
activities. Particular needs include a) innovative
and adaptive thinking, b) virtual collaboration
and social intelligence, c¢) ability to work across
disciplines, d) literacy in different types of me-
dia, and e) computational thinking and analytics
[14, 29].

Many existing global megatrends, including
urbanization, geopolitical contradictions, refugee
migrating, multicultural encountering, and eco-
nomic uncertainty and crises, which have caused
societal grievances and threats, are all closely
linked with digital information and communica-
tion, and hence, also with information security.
Modern wars and terrorism [3] are especially
information-intensive — in practice, there is talk
of information wars — and are filled with false or
misleading narratives and conspiracy theories.

As large-scale examples, where information
security violations and even criminal measures
have currently existed, we can mention here
the Covid-19 pandemic, climate change, as well
as a global power play to control wealth, hu-
manity, and humans [5, 8, 9, 28]. These global
issues are very broad and have serious implica-
tions for societal operations. In these cases, a lot
of deliberately manipulated, incorrect, or incom-
plete information has been shared, and correct
information has been suppressed for ensuring
spreading a certain kind of perception of things
widely among the people. There are also scientific
references for such approaches [6].

Conclusions

Information security is everyone's business
and a relevant issue in all areas of life. It applies
to people, organizations, and society as a whole.
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Especially in a modern digital society and in
times of crisis, its importance is emphasized.
Information security is a demanding issue.
The phenomena associated with it are complex
and intricate. Measures for information security
are difficult because they today require multidis-
ciplinary solutions incorporating humans and
technology. In addition to expertise, decisions
and measures are needed at the individual and
organizational levels with competence, aware-
ness, and the right attitude. The issue is hampered
that the concepts of information security are —
perhaps paradoxically — vague and ambiguous
although based on international standards.

Also, criminal activity exists in the area of
information security, as in all areas of human
activity. However, detecting it and preparing for
it is demanding. Expertise, examinations, and
juridical solutions are needed for countermea-
sures, which, however, are available in society
and should be used and exploited, too.

Widely used digitalization and information
technology increase information security threats
and vulnerabilities, but on other hand, its many
solutions also provide help for challenging
incidents and find solutions to problems. How-
ever, people always have the ultimate respon-
sibility.
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